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B naHHOM PykoBOACTBe onucaHbl NpaBuia paboTbl C NPOrpamMMoi, ee OCHOBHbIe
(pYHKLMN, NOPAAOK YCTAHOBKU U HACTpoukHu. Nepea TeM KaKk COBEPLUMTb CBOHO
nepByO cAesnKy, NoXKanynucra, NnpouyntanTe BHUMaTesibHO PyKoBOACTBO

no sKcnJyaTaumMm, 3To NoOMoXkeT BaM nsbexarb BO3MOXKHbIX OLINGOK.

1.1 O6uwme cBeaeHus

Pab6ouee mecto QUIK aBASETCA OCHOBHbIM MOJ/Ib30BATENIbCKUM MPUSTOXEHMEM MPOrPaMMHOro
KoMMnaeKca, NpefoCcTaBAsoWwmMM 4OCTYN K TOpraM U pbIHOYHOM MHbOopMaumn yepes MHTepHeT
B peXuMe peanbHOro BpeMeHu (MHTEPHET-TPENaNHT).

1.1.1 OcHOBHble (PyHKLUMN

Mony4yeHne nHcbopmayum

OaHa 13 OCHOBHbIX BO3MOXHOCTeN — oTobpaxkeHne 6mpxxeBo nHpopMaunm B pexnme,
MaKCHUMasnbHO NpUBINXXEHHOM K peasibHOMY BpeMeHu. Pabouee mecto QUIK nossonsiet HabnwoaaTtb
3a TEKYWHMNM COCTOAHMNEM pPblHKA, BKJ1HOYasa KOTUPOBKWM BTOPOIro ypoBHA (oulepep,b 3a4BOK, UM TakK
Ha3blBAEMbIN «CTakaH» KOTUPOBOK), TaK U UCTOPUIO COBEPLUEHHbIX CAENOK. A Takxe nony4yaTtb
HOBOCTU OT MH(MOPMALMOHHbBIX areHTCTB N 06MeHnBaTbCs coobweHnsamMm ¢ 6pokepom.

Mpadukn n nHANKaTopbI

JnHamumka xona TOproe Harns4Ho npeacrasneHa Ha rpadukax. Mpadpukn B QUIK MOXHO
BbICTpanBaTb Mo /it060My pbIHOYHOMY MapaMeTpy, C UCMOIb30BaHMEM MHCTPYMEHTOB TEXHNYECKOro
aHanmsa n otobpaxkeHneMm UcTopum Topros. B npunoxeHnn peanmsoBaHo cebiwe 30 MHANKATOPOB
TEXHMYECKOro aHanmsa, NMMHUK, yrabl u ayrn ®uboHayuun, a TakxKe pMcoBaHue TPeHAOBbIX,
rOPU30HTaNIbHbIX U BEPTUKANbHbIX IMHUI, rpaduUecknx n TEKCTOBbIX METOK.

CoBeplLieHne caenok

Pabouee mecto QUIK no3sonseT BUAETb COCTOSAHUSA COBCTBEHHbIX CPEACTB KMeHTa, (opMUpoBaTb
3as8BKM Ha NOKYMKY/NpoAaxy WHCTPYMEHTOB M NepeaasaTb UX Ha cepsep 6pokepa.
Moaaep>xxneBaeTcs NporpaMMHbIN BBOA 3a89BOK CpeCTBaMU BCTPOEHHbIX A3bIKOB
nporpaMmMmMpoBaHuns U BBOJ 3a8BOK C rpaduka.

CraHgapTHbIn dyHKUuMoHan Paboyero mecta QUIK no3sonseT HaCcTpoOmUTb TakK Ha3biBAaEMbI
«CKanbMepckuin ctakaH» (BM4 OKHa KOTUPOBOK), MO3BOIAIOLLMA MPU NOMOLLM KHOMOK Ha naHenu
OCYLLECTBAATb ObICTPbI BBOA 3asiBOK, B TOM YMC/E C MOMOLbIO TexHonoru drag-and-drop.

DKCNOPT U UMMNOPT AAHHbIX

BcTpoeHHble cpeacTBa 3KCMopTa AaHHbIX NO3BONSAKT MCNOb30BaTh MOSTYYEHHYO Mchopmau,mo
B Apyrnx nporpamMmMmax — cobcTBeHHbIX 6a3ax gaHHbIX MOMb30BaTeNsa U cMcTteMax Tex. aHaausa.
Bo3MOXeH 3KCnopT AaHHbIX HE TO/IbLKO MO CAesikaM, HO U Mo nobbiM napamMmeTpam TOpI'OBOl\;I
ceccuun. BoiBog AaHHbIX MOXET OCYWEeCTBAATbCH KaK «TUKaMU» (T.e. No Kaxzaow cnenKe), TaK
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N «cBeykaMm» (AaHHbIMW NO MHTEpBany BpeMeHn). DKkcnopT B MS Excel n 6a3bl gaHHbIX
ocyuwecrtensercs yepes DDE nn6o ODBC n3 6onblwinHcTBa Tabnumy nporpaMmmbl, Bkaoyas OKHO
KOTMPOBOK («CTaKaH»).

NmnopT TpaH3akumin npeacrtasnaeTt cobori BO3MOXHOCTb NOAKIIIOYEHMS BHELWHNUX NpOrpamMm ass
aBToMaTusaumm GopMmMpoBaHMS M BBOAA 3asiBOK B TOProByo cuctemy. MMNopT ocyuwecTBasieTcs
nocpeacTBoM obMeHa AaHHbIMKU Yepe3 TeKCToBble (hannbl nan yepes API.

1.1.2 Kak yCcTpoeH MHTepHeT-TpenauHr?

LleHTpanbHbIM 3BEHOM cucTeMbl aBnseTcsa cepeep QUIK. CepBep noAKAOUYEH K TOProBbIM
cuctemMam bBupx Yyepes cneunasnbHble «LW3bl», Nnepejarwme cepsepy nHbopMaumto o Toprax
N cpeactBax 6pokepa Ha bupxe, U NpUHUMaKLLIME NOpYYEeHMS Ha NoKynKy/npoaaxy. CepBep
ocyuiecTBnsieT c6op nHbopMaLnMm C TOProBbIX CUCTEM U ee TPaHCNSALMIO BCEM aKTUBHbIM
(NOAKNOYEHHBIM) KIIMEHTAM C MMHMMalslbHO BO3MOXHOWM 3a/1€PXKKOMN.

q

”\lg e

Cepeep QUIK

Kﬂueﬁm

AdmuHucmpamop Knuenm

AOMWHUCTPATOpP CUCTEMbI PErNCTPUPYET NMOMb30BaTeNEl, YCTaHaBIMBAET AN HUX MpaBa
Ha Mosb30BaHME MHGOpPMaLNER, a TaKXe onpeaensaeT MMMUTbI CPeACTB KMEHTa, B npeaenax
KOTOPbIX OH MOXET COBEpLIaTb CAENKMW.

Monb3oBaTenb CUCTeMbl NosydaeT 6upxeByto MHMOPMaUmMio 0 Xxoae 6MpXKeBbIX TOProB, AOCTYMHbIX
A1 TOProBan cpencTBax M MOXET CaMOCTOATENbHO y4acTBOBaTb B TOprax, nochbisias 3asBKu
B TOProBYyl CMCTEMY HenocpeacTBeHHO ¢ Pabouero mecta QUIK.

CBsa3b paboyero mecra nonb3oBaTensi C CEPBEPOM CUCTEMbI OCYLLECTBASETCS Yepes ceTb
NHTepHeT, npoTokon cBsA3n — TCP/IP. Bcs nHpopMaunsa Mexay CEpBEPOM U K/IMEHTOM NnepeaaeTcs
B 3awmndpoBaHHOM Buae. Bo nsbexaHne HeCaHKLMOHMPOBAHHOIO AOCTYNa UCMONb3yeTCcs Naposib.

1.2 Tpeb6oBaHusa K 06opyaoBaHuio

Tabnuuy TpeboBaHuin K 060pyA0BaHNIO N MPOrpaMMHOMY obecrneyeHnto MOXHO NOCMOTPETb
Ha odMuManbHOM
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1.

1.

3 YcTtaHOBKa nporpamMmbl

Monyuute anctpmbyTtne Pabouero mecta QUIK. Kak npaBmio, OH COAEPXUT HAaCTPOMKKN ANs
paboTbl ¢ onpegeneHHbiM cepeepoM QUIK, noaTtoMy aonxeH 6biTb NoslydeH HENOCPEACTBEHHO
OT opraHusaumm, obcnyxmsatowen cepsep (bpokepa nnbo 6mpxn).

3anyctuTte ncnosHsaembin dann auctpubyTtmea n cnegymTe MHCTPYKUMSM NpPOrpaMmsl
yCTaHOBKMW. 10 OKOHUYaHMKM yCTaHOBKK co3aacTtcs nanka QUIK B meHio Windows:
Myck/MporpaMmeil.

Onsa HapeXHoM B3aMMHOM naeHTUdMKaumMn cepBepHoOi YyacTu nporpamMmHoro komnnaekca QUIK
N KNIMEHTCKOM YacTu nofnb3oBaTtens, a Takxke 415 3awmtel nHbopMaumm, nepegasaeMon no
KaHanam CBA3M, NCMNOoMb3yeTcs KpunTorpaduyeckas 3awmra nHdopmaunm. JonoaHUTENBHO
A1 NOANMUCKY TpaH3aKUMIA MOXET MCNO/b30BaTbCA 31EKTPOHHas umdposasa nognuck (IUIM),

a TakXe MexaHu3M AByXdaKTopHON ayTeHTUdukaumn. Cpeacrea 3awmTbl HACTPamMBaKTCS
nonb3oBaTtenem B Pabouem mecte QUIK.

Ecnv Baw 6pokep npenoctaBusl OTAENbHYIO MHCTPYKLUMIO MO HACTpolikKe ayTeHTMdmKaumm
n DUM, BbinONHUTE ee. Ecnu Takasa MHCTPYKUMSA He NpeaocTasfieHa, nonyymte y Bawero
6pokepa MHdopMaumto, HeobxoanMyro A8 HacTpolikn B Pabouem mecte QUIK mMexaHu3MoB
ayTeHTudmkaumm 1 SUMN. JaHHas nHhopMauma 4OKHA BKAKOYATb B ceba oTBeThl Ha Takue
BOMPOChHI KaK:

Kakmm cnocobom byaeT npomcxoanTtb ayTeHTUdMKaumsa Ha cepepe QUIK, kakoi
KpunTonpoBanaep 6yaeTt npu 3TOM MCMNONb30BATbLCA;

6ynet nu ncnonb3osaTtbcsa DUI, ¢ NOMOLWbBID KaKoro KpunTonposanaepa.

BbInonHMTE HAacTpokM ayTeHTUdDMKaALUMK M KpunTorpadmueckon 3alnTbl nHpopmaumum.

Onsa aToro ycraHoBuTe nnm BbibepuTe N3 cnnucka yCTaHOB/IEHHbIX KpUNTONpoBanaep, KOTOPbIN
ncnonbsyetcs Bawmm 6pokepoM, 1 BbINOSHUTE ero HacTpolky. B cucteme QUIK
noaaepXxmneaetcs paboTta co cneayrwmMMmM KpuntonposangepaMu:

qrypto32 - 6a30BbIl MEXaHM3M ayTeHTUMMKaLUKN MO TEXHOOMMN
«My6nnuHbIN/cekpeTHbIN» KNy, OnncaHne nNpoueaypbl reHepauun Kiden gocrtyna
cM. B PykoBoacTee nosnb3oBatens [porpamMMbl AN CO34aHMS U yNpaBaeHUs Ko4vaMm
(KeyGen). lNMporpamMma nocrasnsieTcsa B coctaBe Anctpnbytunsa. OnmcaHue npouenypbl
HaCTPOMKM KKOYEN CM. B M.

MP - onucaHue cM. B .

OpenSSL - onncaHue cM. B n.

Job6asneHune n Bbibop KpunTonpoBangepa ans wudposanma n UM B Pabouem mecte QUIK

onucaH B M.

Ona 3anycka Paboyero mecta QUIK ncnonb3yiite spnbik UHcpopMaLMOHHO-TOpProBas cucrema
QUIK (dann info.exe).
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1.4 [Jo6aBneHue mn Bbl6bOp KpunNTOonposanaepa

B HacTpoMkax Pa6ouero mecra QUIK

1.4.1 Pe>xuMm wndposaHuna

JaHHbIn pPEXNM NCNOJIb3YETCA AN pa6OTbI no 3alWnMueHHOMY KaHany CBA3U KJIMEHT—-CEPBEP.

1. 3anyctute Pabouyee mecto QUIK. B ocCHOBHOM MeH0 BbibepuTe NyHKT Cucrema /
HacTpoiikn / OCHOBHbIE€ HAaCTPOMKM...

2. B oTKpbIBLIEMCS OKHE Bbi6epuTe Bkaaky «lMporpamma / LUndposaHue».

HacTpoiikn knueHTckoro mecta

=)- Mporpamma

- MaHenn MHCTpYMEHTOR
- Mony4eHne gaHHb

- CoxpaHeHne gaHHbIx

. Dainel HacTpoek

- 3AMEHA MHCTRYMEHTOE
- KoHTexkcTHoe MeHio

- IKCNOPT A3HHBIX

- bydep obumena

. IpndTe

- 3BYKN

- HoeocTu

- Toproensa
+- 3anskn

.- Hactpoiika cuetoB

- 3AKPBITE NOINLWIA

- KnmenTekmii noprdens
+ Kotupoeku
E---,ﬂ,eHEbKHEH E4MHNLE

+- CooBuyenna
- Okna

Cnpaeka

LWndpoeate ¢ nomowbsio CK3M:

Texywee coctoanne CK3M:

HacTpoiikn no ymondaHng:

Otmena

HaxXMunTe Ha KHONKY D «Wundposatb ¢ nomowbio CK3U».

OTkpoeTca okHO «Kpunto-npoBanaepbl». OKHO COAEPXUT CANUCOK YCTAHOBEHHbIX

KpMNTOMpOBanAepoB, a Takxe Habop KHOMOK ANS YNpaBneHUs UMK:

Kpunto-npoeaiigepe

CrKCoK YoTAHOBNEHHEEX KPMITTO-NPOBaMIEpos

Grppta32 [Qpto32]

£

SPI_Provider [MultiPurpose SEP)

OMMCaHHE KPHMTO-NPOEAFAERS

*

Brifipate

Hacrpowute

JofaEuTE HOBRIF

Yaanime

Coznare ko

YeTaHoEuTE CERTHRUEAT

Jakpemh
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3. [na pobaBneHnst HOBOro KpMNTONpoBaAepa HaXXMMUTE Ha KHOMKY «/1Jo6aBUTb HOBLIN>.
Mpn Ha)kaTuUM Ha KHOMKY OTKPbIBAeTCS OKHO C/ieaytowero snaa:

[JoBasnenne kpunTo-nposaigepa *

HazeaHue OnucaHue
|DpenSSL_F'rovidel | |DpenSSL_F'rovidel |

& 21N MCNOAHASMOrD MOgYNa
|D:\Front_1 4Open$SL_Fr.di |

9P alin HACTPORK. KPUMTO-NPOBaKgeEpa
|D:\Front_1 4OpenSSL_Prini |EE

HobaeuTe OTreHa

B okHe «[lobaBneHune KpmnTo-npOBaVl,qepa» 3anosiHnTE cneagyrwmne nona:

«®Dann NCNOAHAEMOro Moayna» — nyTb K danny 6ubnmotekn wmndpoBaHus. Ecin
dann ykasaH BepHo, nonsa «HasBaHue» n «OnucaHne» 3anofiHATCA aBTOMATUYECKMU.

«®ann HacTpoek KpunTonpoBanaepa» — NyTb K panny HacTpoek WndpoBaHUS.

[ns coxpaHeHus HacTpoek HaxmuTe «[1o6aBnUTb». YTO6bI 3aKpbiTb OKHO 6€3 coXxpaHeHus
HacTpoek, HaxmuTe «OTMeHa».

4. [obaBneHHbI KpunTonposanaep nosBASETCA B CNUCKE YCTaHOB/IEHHbIX KPUNTOMNPOBaNAEPOB:

Kpunro-npeeaiigeps x

CrMEOoK YCTAHOBNEHHES KPUMTO-MPOBANIEPOE

MultiPurpose_SSPI_Provider [MultiPurpose SSPI_F
u] L Pravider [0 L Praovidar
Otypte32 [Qryptod2) ST

JofaEnTe HoBEIN

Ypanure

CosgaTe KAy

Y CTAHOBMTE CEPTURMEAT

< > Zakpeme

OnMcaHWe kpUMTa-NpOBAKaEpa

5. BblAenuTe HYXHbIA KpUNTONpPOBaAep M HaXXMUTE KHOMKY «BbibpaTbs.

1.4.2 Pe>xum OUN
[aHHbIN pexnM ncnonb3yertcs ans paboTtbl ¢ Mcnonb3oBaHmem 3LMM.
1. 3anyctute Pabouee mecto QUIK. B oCHOBHOM MeHI0 BbibepuTe nyHKT Cucrema /

Hactpoiikn / OCHOBHbIE€ HAaCTPOMKM...
2. B oTkpbiBLIEMCSA OKHe BblbepuTe BKnagky «Toproensa / DLUM».
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HacTpolikn knueHTckoro mecta

[=)- Mporpardra
- [aHEM HHCTPYMEHTOE
- [onyyeHHE AaHHE:X
CDHP&HEHHE AaHHBE
- P afinel HaCTROEK,
- JatdEHa HHOTPYMEHTOE
- K.OHTEKCTHOE MeHD
-+ JKCMOPT GaHHEIX
- bypep ofimeHa
- TR
- JeykH
- I MeppoBaHUe

- HosocTi
=~ Toproena

[+ JanBkM

- HacTpalika cyetos
- JaKPEITHE NOSMLME
[ KAMeHTCKMiA nopTeens
[#- K.oTHPOB#KM
- [eHewHan eguHHLa
- 3N
[+~ Coofwerra
[#- OrHa
- T eprUHanEHER rogys F

Cnpaexa

[ Denare IUMN Ha CKIM:

Terywes cocToaHue CR3M:

| MultiPurpoze_SSPI_Provider

oK OTreHa

HaxxmMuTe Ha KHoMkKy D «[denatb DUIM Ha CK3U».

OTKpoeTcs OKHO «Kpunto-nposangepbi». OKHO COAEPXUT CMUCOK YCTAaHOB/IEHHbIX
KpMNTONpoBanaepos, a Takxxe Habop KHOMOK ANa ynpaBieHUs UMn:

Kpunto-npoeaiigepe

<

CrKCoK YoTAHOBNEHHEEX KPMITTO-NPOBaMIEpos

X

Brif
1 [MultiPurp: SR

Hacrpowre

JoSaEuTE HOBBIE

YaanTe

Coznare ko

YeTaHoEuTE CERTHRUEAT

> 3akpeme

CnMcaHHE KPHITO-NPOESRLERS

3. Ansa pobaBneHns HOBOro KpunTonpoBanaepa HaXXMmMTe Ha KHONKY «[o6aBUTb HOBbIN>.

MpyK HaXxaTUW Ha KHOMKY OTKPbIBAETCS OKHO CleAylowero suaa:

HazeaHue

[JoBasnenne kpunTo-nposaigepa *

OnucaHue

| OpenSSL_Provider

| | OpenSSL_Provider |

P 3l MCNOAHASMOrD MOIYA

| D:AFront_140penSSL_Prdll

P ain HACTPOEK KPHMTO-NPOBSMAGEPa

|D:\Frc-nt_1 4OpenSSL_Prini

Hobaeute Drena

PykoBopacTBo nonb3oBatens QUIK
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B okHe «[lobaBneHune KpmnTo-npOBaVl,qepa» 3anosiHnTeE cneagyrwmne nona:

«®Dann NCNOAHSAEeMOro Mogyna» — nyTb K danny 6ubnmnotekn wmndpoBaHus. Ecim nyTb
N HanMeHoBaHMe danna ykasaHbl BepHo, nons «HassaHne» n «OnncaHme»
3anosIHATCS aBTOMATUYECKMU.

«®ann HacTpoeK KpunTonpoBanaepa» — NyTb K danny HacTpoek wndpoBaHus.

[Ons coxpaHeHUdA HacTpPOeK HaXMuTe «[]o6aBuTb». YTObDI 3aKpblTb OKHO bes COXpaHeHUA
HacTpoek, HaxMmnTe «OTMeHa».

4. [lo6aBneHHblIli KpUNTONpoOBaaAep NOSIBASIETCH B CMMCKE YCTAaHOB/IEHHbIX KPpUNTONPOBanaepoB:

Kpwunro-npeeaigeps *

Cnucok YeTaHOBNEHHEL KPHMTO-NPOEali epoE
MultiPurpose _SSPI_Provider [MultiPurpose SSP1_F

1] L Provider [0 L_Provider

Hactpours
JoBaEKTE HoBEIN

Ypanure

Cozgate Koy

Y CTAHOBMTE CEPTHUERMKAT

< > 3akpems

OnMcaHue kpUMTo-NpoBaRaEpa

5. BblgenuTe HyXHbllA KpUNTOMPOBAMAEP U HAXMUTE KHOMKY «BbibpaTb».

1.5 Hacrtpoika wundppoBaHna cpeacTtBaMm
6ubnunorekm qrypto32

Mocne reHepaummn Ny6ANYHOIO N CEKPETHOMO KJ/IOYEN NO UMHCTPYKLUMKN, ONMMCAHHOW B PyKkoBoAacCTBE
nonb3osatens lNMporpaMmbl AN co3gaHus v ynpasnenus knwodamm (KeyGen), nonydure

oT 6poKkepa noaTBEpPXAEHME perncTpaumm nybanyHoro Kaya n HacTponTe Kpuntonposangep

B PaboueM MecTe QUIK cnegyowmm obpasom.

B okHe «KpunTto-npoBanaepbl» Bblaenute Kpuntonposanaep qrypto32m HaXXMMTe Ha KHOMNKY
«HacTtpounTb».

KpunTo-npoeaigepel *

CrMcok YoTaHOENEHHE KPMMTO-NPOBSHAEp0E

MultPurpose_SSPI_Provider [MuliPurpose_S5PI_F
enSL rovid OpenSSL_Provider |

BriSpate

Hacrpoute

JofaEWTE HOBEI

Hoanure

CozaaTe kaay

YeTaHoeTs CEQTHRHE ST

< > JakpeTh

ORMCaHKE KpKMTo-NPpoBakleEpa
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B OTKpbIBLLEMCS OKHE YKaXuTe nyTu K I'IYGJ'IM‘-IHOMY N CEKPETHOMY KJ1HOYUaAM:

Tekywne HacTpeikm *

Wenonk syemelit afin HacTpoek,

| Dv:AFromt_1hgrppto.cfg |

TP 2l ¢ NYGSAHYHEIMH KARKYSHM
|.\Ke_l,l\pubring.t:-:k |

Paiinc CEEPETHEIMK E M43

| Meyheecring. k. |

CoxpaHuTe OTtras

Mcnonb3yembiit haiin HacTpoek byaet BbibpaH aBTOMaTU4eCKMU.

HacTpoiika 3aBepluaeTcs HaxXaTueM Ha KHomKy «CoxXxpaHuTb».

1.6 Hacrpounka wncgpposaHusa v UM cpeacreamm
6unbnunorekn MP

1.6.1 HacTtpoiiku npoBaigepa

B okHe «KpunTto-npoBanaepbl» Bblaenute Kkpuntonposanaep MP N HaXXMUTE Ha KHOMKY

«HacTpontb».
KpunTo-npoeaigepel >
CruMcak YoTaHOENEHHE KPMITO-NPOBSHAEP0E it
EISpaTE
MuliPurpose_5 S Pl Provider [MUlPur: E
OpenSSL_Provider [OpenSSL_Provide
Gmpto32 [Dnpta32] | Hactponte
JofaEWTE HOBEI
Hoanure
CozaaTe Koy
YCTaHOBITE CEpTUdpMIEaT
< > JakpeTh
DnmcaHWe Kp9nTo-NpoBaiiepa

OTKpbIBLIEECS OKHO MpeaHa3HauyeHo Ans Bbi6opa cxeMbl ayTeHTUDUKAUNK, @ TaKxKe ANns
NpOCMOTpa M pefaKTUpOBaHMA HAaCTpOeK KpUNTo-npoBanaepa AN pexXuMoB wudpoBaHusa m SLUM:

PykoBopacTBo nonb3oBatensa QUIK 9
Pa3pen 1: NoaroroBka k pabote



Hactpoiikn npoeaiigepa X
AyTeHTUDNKELAR
10 MMEHW 1 MEPOMI0 v
LUndposaHie
CepHiHEIR HOMED:
WzaaTens cepTHdMKaTa:
Brnagenew, cepTndukaTa:
Mepion ARACTEMA CEPTUdMKATa:

MapaMeTpel NPOBEPKK CEPTUBMKETE

NokanbHoe xpaHunawe MK: Brikn,
MpoBEpATE CEPTHMKAT Ha OT36IE: Bhikn,

HacTpouTe
3un
CepHitHEIR HOMED:
WsaaTens cepTudmkaTa:
Bnapenel, cepTudmraTa:

Mepuoa AEACTEMA CEpTHdMKETA:

MapaMeTpel NpoBepiu cepTUdMKaTa

NokansHoe xpaHunawe MK: Brikn,
MpoBEpATE CEPTHAMKAT Ha OT36IE: Brikn,

HacTpouTe

B BbinagatowiemM cnucke «AyteHTudunkaums» Bbibepute cxemy ayTeHTUdUKaLMK:

«onpenensieTcs ceppepomM» — Cxema ayTeHTudukKaumm, HacTpoeHHas Ha cepBepe

No yMOJIYaHMIO;

«M0 cepTudmKaTy nosib3oBaTensa» — cxema ayTeHTudmkaumm no ceptudukaTy Nonb3oBaTeNs.
Ons paboTbl N0 AaHHOW cxeMe ayTeHTMdMKaunum HeobXxoanMMO Cco34aTh KIOYN U YCTaHOBUTb
ceptudukaT wmdposaHus (cMm. . , );

«B IOMEHE MO MMEHW U Napoo» — cXxemMa ayTeHTUdUKaumm no JOMEHHOMY MMEHU U Naposio;
«I0 UMEHU U Naposio» — cXxeMa ayTeHTU@MKauum no nMeHn un naponto. Cxema coBMecTuMa

C nobon 13 UCNoNb3yeMbIX Ha CepBepe CXeM ayTeHTUdUuKauuu.

Ana pa6oTbl B pexxuMmax wudpoBaHua n LM MoxkeT MCNONb30BaTbCA KaK OAMH,
Tak U pa3Hble cepTudukartbl. MapameTpbl KpunTonpoBaaepa ana paborbl
B pe>kume wudpoBaHua 1 B pexxume LM HacTpanmBalOTCA OTAENIbHO U HE3AaBUCUMO

ApYr oT apyra.

B cnyuae mMcnonb3oBaHMsA ayTeHTMdMKALNM «MO cepTUdMKaTy Nosb3oBaTenss», Heob6xoanmo
yKa3aTb KJIlOUEBOW KOHTenHep ang wndpoBaHusa n / nnm dUIMM, HaxaB Ha KHOMKy «HacTpouTb».
Bbi60Op K1H0UEBOro KOHTEMHEpPA OCYLLECTBASETCA OAHUM U3 CrIeAyoLWmnx cnocobos:

«®ain ceptndunkaTa» — ykasaTtb pann ceptudmkaTa, CBA3aHHOIO C K/IOYEBbIM KOHTEMHEPOM.

PykoBopacTBo nonb3oBatensa QUIK 10
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Knrou n cepridukar wingposaHna X

(®) daiin cepTudmkaTa

| DeyQUIK certsicert_1.cer Brifpats

() ew cepridmrara

() Kniovesoli koHTefHep

[WenonssosaTe nokankHoe XpaHuaMwLe MK

[CINposepaTs cepTdMKaT Ha oT36IB

Cancel

«Xel cepTudurkaTa» — ykasaTb Xew cepTuduKaTa, CBA3aHHOIO C K/1I0UEBLIM KOHTENHEPOM:

r 1
BesonacHooTe Windows ﬁ

Bribop cepTudmkaTa

Metpos Metp MNeTpoBKy
Wsparens: VBer Test CA
HeiictemTener c: 08.05.2014 no 27.1...

i[lpocmoTpeTs cBOMCTER CEpTHdMK, .

‘l
A

‘ F‘T_\I
)

Cuaopos Backamia AHApee..
WMsparens: VBer Test CA
OeiicremTener ¢ 15.05.2014 no 27.1...

T~
A

Backabes Anapei CA0POE..
WMsparens: VBer Test CA
OeiicremTener ¢ 15.05.2014 no 27.1...

| —
=
F;I

[ OK ] | OtmeHa

«KnoyeBol KOHTEMHEP» — BblOpaTb K/IIOYEBOW KOHTEMNHEP.

Takxe B agnanore «Knwo4d n ceptndukat wundpoBanms / SLUM» MOXHO yKasaTb cneayroume
HaCTPOMKMU:

«Mcnonb3oBaTh JIoKanbHoe xpaHunuiie MNMK» — Npu ycTaHOB/IEHHOM MpPU3HAKe KoY HaxoauTcs
B /IOKa/IbHOM XpaHWIMLLE KOMMbIOTEPA, NHAUYE — B XpaHUNULLE TEKYLLEro Nosb30BaTeNs.
«[poBepka cepTudMKaTa Mo CNUCKY 0T3bIBa» — MpU YCTAHOBMIEHHOM MNPU3HAKe NPoOU3BOAMTCS
npoBepka cepTudmkKaTa KpUnNTo-NpoBanaepoM no CrNucKy oT3biBa CEPTUDMKATOB.

HacTpoika 3aBepluaeTcsa HaxaTueM Ha KHonky «OK»,

1.6.2 NeHepauusa kKNO4YEBOW Napbl U 3anNpoca Ha cepTudukar

Ona paboTbl C cepBepoM yepes KaHas, 3awmuaemMblii nocpeacTsoM nposangepa MP, n/wnn ans
OTNpaBKM TPaH3aKUKMN Ha cepBep C ncnoab3osaHuem DUIM ¢ nomowbio 6ubnnotekn MP
Heobx0AMMO:

1. CospaTb KoY cepTudmKkaTa.
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2. MonyuynTb cepTudukar.

3. YcraHoBuUTb cepTudumkat (nogpobHee cM. . ).

Onsa co3aaHunsa Knoda B okHe «KpunTo-npoBalisepbl» BblAENUTE HYXHbIA KpUNTO-NpoBanaep

KYPCOPOM M HaXMUTe KHOMKY «Co3aaTb KAY»,

Kpunto-npoeaigepe

CnMcoK YoTaHOENEHHEIX KPWITT 0-NpOESFLepoE

| Pravider [MultiPy
OpenS5L_Provider [DpenSSL_Provider]
Gypto3? [Qpto3Z]

x

Britpars
Hactpowre
HoGaEVTE HOBLIF

Yaane

LCozaare ko i

< >

CnMCaHWe kpUMTmo-NpoEaALEpa

HCTaHOBMTE CEpTHPMEET

SaKpETE

B OTKpbIBLIEMCS OKHE YKaXWUTe MECTO CO3/laHuNs U XpPaHEHUs KITIIOYEBOro KoHTeliHepa (B cny4ae
ncnonb3oBaHus JaCarta unu eToken TpebyeTcs npeaBapuTeNbHas YCTaHOBKA COOTBETCTBYHOLLNX

NPOrpaMMHbIX NPOAYKTOB):

Hocutene kakeyesoro KoHTelHER

YKEKMTE HOCUTENE KIIDHEE0rD KOHTERHEPA:
() JaCarta
(eToken
(®)MS CSP Key Storage
() Aipyroii (yKazaTe KpUNTO-NpoBaiinep)

Microsoft Base Cryptographic Provider v1.0

lanee OTmMeHa

«JaCarta» — 3aKpbITbIA K/KOY XpaHUTCA B HEM3BeKaeMon namMaTn (bpenok);
«eToken» — 3aKpbITbIM K104 XpaHUTCSA B Hen3BrekaeMon namatun (6penok);

«MS CSP Key Storage» — ctaHgapTHbIN HOCUTENb KKOYEBOro KoHTelHepa. ObpabaTtbiBaeTcs

¢ nomouwbto Crypto API n CSP «Microsoft Strong Cryptographic Provider»;
«[pyron (ykasaTb KpMnTo-npoBanaep)» — Bbl6bop APyroro KpMnto-npoBanaepa.

Ha)xMuTe KHOMKy «[lanee» n ykaxuTe napaMeTpbl CO3AaHNs K/IIOYEBOW Mapbl M 3anpoca

Ha cepTudukat. MapameTpbl, 0653aTebHble 415 3an0fHEHNS, MoMeyeHbl «*»:

PykoBopacTBo nonb3oBatensa QUIK
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CozgaHne KNFOUEBOI Napsl U 3aNpoca Ha CepTUduKaT X

MapaMeTpbl CO3AEHHA KNOHES0A Naps!

KpunTo-npoeaitgep: | Microsoft Strong Cryptographic Provider |

MMA knoyesoro koHTefdepa: | Container |

Twn rioHa: (Oofmes  ()Moanmcs (@) OBa sapuaHTa

AnuHa knkoua (BuT): 1024

MUHMMaNEHSA ONMHE: 384
MaxkoiManeHas AnuHa: 16384

MapaMeTpEl 3aNPoca Ha CepTHdUKAT
Bnagenew cepTudmkaTa

oAC: | MNeTpos WeaH Cepreesid

*Email: | petrov@gmail,com |
FOPraHuzaLna: | OAD WHeecT” |
TloapasaeneHue | MNEHOB0-SKOHOMWYECKMI OTARA |
“llomKHOCTE: | CreutanmcT |
*Mopoa: | Bepack |
*0finacTb: | HCo |
*CTpara: | R |
@aiin 3aNpoca Ha cepTHduKaT
| D:'Front_1\certrequest.pem | BribpaTe
TopMaT daina 3anpoca Ha cepTudMKaT
@prem  (ODER

Cancel

1. Ecnm nonb3oBaTtenb paHee co3paBa’l K/lo4vyeBble napbl C MOMOLbIO AAaHHOIO
uHTepdeica, m 3HaueHUs NapaMeTpoB NponucaHbl B (paijie HacTpoekK, U ecsiun
KpuUnTo-npoBanaep cosnagaeT C KpMNTo-nposanaepoM, BbiI6paHHbIM
nosib3oBaTesieM Ha wWare 1, To nons Avanora aBToMaTUYECKU 3anoJIHAIOTCA
COOTBETCTBYHOLWMUMM 3HAYEeHnAMU u3 daitna HacTpoek (kpome nons «Nma
KJIOYEBOIro KOHTelHepa» ).

2. B none «CtpaHa>» BBOAUTCA ABYX6YKBEHHbIA KO CTPaHbl MO cTaHaapTty ISO
(«ru» - Poccuiickana denepauums).

[anee dann 3anpoca Ha cepTudmkaT Heobxoanmo nepenatb 6pokepy No 3apaHee OroBOPEHHOMY
KaHany cBsA3n M NonyunTb oT 6pokepa dann ceptudukara.

Ecnu 6pokep caMocTosATeNbHO POopMUpPYET cepTUdMKAT ANa KIMEHTa, TO KIIMEHTY
NpeAoCTaBNAeTCs KOHTEMHep C CeKPeTHbIM KtoUoM (daiin ¢ pacwmpeHnem *.pfx). KnuenTt
OONXKEH YCTAaHOBUTL MOJMTYYEHHbIN dann, cneays MHCTPYKLUMM MacTepa YCTaHOBKMN:

PykoBopacTBo nonb3oBatensa QUIK 13
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- -
MacTep ¥MNopTa CepTHEWKATOE [é]

Macrep nmnoprta ceptiguKaToe

3TOT MACTEP NOMOMAET KONHPOBATE CEpTHMKATE,
CAHCKM AOBEPHA H CIMCKH OT3EIES CepTHAHKATOE ©
MOKANEHOMD ANCKS B XPaHHIMLE CEpPTHHHKATOE,

CepThdiaT, BEIAEHHEIN WEHTROM CEpTHHMEALMA,
AENAETCA NOATEEMASHHEN EAWEH MHUHOCTH M
COAEPHHT HHPOPMALUHKD, HEDBROAHMYHD ANA 3SWHTEI
ASHHEL MM YCTEHOBNEHHA 3AlLHILEHHEIX CETEELIX
MOAKAHIYEHHH, XPaHHAMWLE CEPTHDHIEITOE - 3TO
0BNacTE CHOTEMB, NPEAHASHAYEHHARA ANA XPEHEHHA
CEpTHIbMKATOE,

ANA NPOACAMEHMA HEMMHTE KHOMKY "flanee”,

< Hazan

CTMEHS

CepTndukaT TakxKe MOXHO MoNy4YnTb Yyepe3 web-nHTepdenc yaoCTOBEPSIOLWEro LEeHTpa
(noapobHee cM. ).

[Janee MOXHO nepexoauTb K yCTaHOBKe cepTudukarta yepes ¢popmy (cM. m. ).

1.6.3 YcraHoBKa ceptudukara

B okHe «KpunTo-npoBaiigepbl» BblAEINTE HYXHbI KPpUNTONPOBANAEP N HAXXMUTE Ha KHOMKY
«YCTaHOBUTb cepTudunkaT».

Kpunto-npoeaigepel *
CrMCok, YoTaHOBNEHHEIR KPUITO-NPOBaFHLEpoE e I
. = - . = bIfpaTE
MuliPurpoze SSPIL Pravider [MultiPurpose S5FP1 H B

OpenS5L_Provider [DpenSSL_Provider]
Qrypta32 [Qivpto32] Hactpours
SignalComtessagefndS5LPro [SignalCormMessage
J06EEMTE HOBRIA

Yoanure

Cosaare Koy

YeraHoeuTs CEQTHPHKAT

< > Jakpeme

ONMCaHWE KpUMTO-NpoBaigepa

B OTKpbIBLLEMCS OKHE YKaXuTe HOCUTEeNb KA4deBon napbl n dann ceptudmkaTa:

¥cTaHoeka cepTudmkarta X

HKa}KHTE HOCMTENE KIHYEEOMN napel
(OJaCata  OeToken (8 Standard Key Storage

HrkakHTe Pain cepTHPHKATS:

| D:MOUIE ca_test_cert.cer | Beipars

YeraHoeMTE OrraeHa
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[ns yCcTaHOBKM BbIGpaHHOro cepTuduKaTa HaXXMUTE KHOMKY «YCTaHOBUTL>» (B 3aBMCUMOCTH
OT MCMOIb3YEMOro HOoCUTENS U cepTudmrKaTa cMCTEMa Ha AaHHOM Liare MoxeT rnotpeboBaTtb
BBECTM Naposb).

1.7 Hacrtpoika wndposanua m dUIMN cpeacreamm
6unbnmnorekn OpenSSL

1.7.1 HacTpoiikn npoBainaepa

B okHe «KpunTo-npoBangepbi» Bblagenmte kpuntonposangep OpenSSL 1 HaXXMUTE Ha KHOMKY
«Hactpoutb>».

KpunTo-npoeaigeps X

Cricok YoTaHOENEHHEI KPMITO-NPOEalilepoE

Brifpate

I Hacrpoure

JoBaEHTE HOBEIA

Ypanume

Coznate ko

JCTAHOBMTE CEpTHDHIAT

< > 2akpbTh

O nHCaHKe KpWNTo-NpoBakHLepa

OTKpbIBLLUEECS OKHO NMpeAHa3HayeHo ans Bbibopa cxeMbl ayTeHTUdUKaunm, Bbibopa cepTndukaTon
wudpoBaHusa n DL, a Takxke 4Nng NpocMoTpa NapaMeTpoB Bbi6paHHbIX CEPTUPUNKATOB:

Hacrpoiin >

AYTEHTHDHKELMA no cepTMMKETY NoNb30BaTENA w Bribpats
Bnaneney: Tech_Userg2
WMspaTens: arga.ru
CepuiHEIl HoMep: 00D5 FA18 C976 975F 82
Cpok nefcTBMs: c: 26.07.2017 no: 26.07.2018

3neKTPoHHO-LbPOEas NOAMMCE Brifpate
Bnanenew: Tech_User02
MzpaTens: arga.ru

CepuitHeli Homep:  00DS5 FA1S C976 975F 52
Cpok AeicTBuMA: o 20.07,.2017 no: 26,07.2018

MyTh K XPaHUMMLLY CEpTUDMKATOE

| certs\store.pem BribpaTb

MposepATE cepTHdMKAT cepeepa
MyTh K Manke KopHEBEIX cepTUdMKaToE

| certs\CA | BribpaTb

nWb K Nanke MUCKoE 0T 3BIE0E

| certs\CRL | BribpaTb
Otveria
PykoBopacTBo nonb3oBatens QUIK 15
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B BbiNnafaloLeM Cniucke «AyTeHTUudnKauma» Bblbepute cxeMy ayTeHTUDUKALMN:

«onpenensieTca ceppepoM» — Cxema ayTeHTMduMKaumm, HaCcTpoeHHas Ha cepBepe

Nno yMOs4aHuio;

«no cepTudunKaTty nonb3oBaTens» — Cxema ayTeHTudukaumm no ceptudmkaTy nosb3oBaTens.
Onsa paboTbl N0 A@aHHOM cxeMe ayTeHTUdUKaumm Heob6xoanMMo co3aaTb 3anpoc Ha cepTudukaT
M yCTaHOBUTbL ero (cM. . , );

«B [IOMEHE MO MMEHU N NApPOIO» — CXeMa ayTeHTUdMKaUNM N0 AOMEHHOMY MMEHN N NApOSIo;
«MO UMEHU M Napo» — CXeMa ayTeHTUMUKaALMN N0 MMEHM N NAPOSILO.

AOns pa6oTtbl B pexkuMmax wmndpoBaHua n LM moxkeT MCnosib30BaTbCA KakK OQWH,
TakK M pa3Hble cepTudukartbl. MapaMeTpbl KpunTonposaaepa ana pabortbl
B pe>xkuMme wndpoBaHna u B perxkume JLIMN HacTpanBaloTcs OTAE/IbHO U HE3aBUCUMO

Apyr oT gpyra.

B cnyuae mMcnonb3oBaHMsA ayTeHTMdMKAUNM «NO cepTUdMKATy Nonb3oBaTens», Heob6xoaMmMo
€034aTb 3anpoc Ha cepTudMKaT, HaXaB Ha KHOMKY «BbibpaTb» (nogpobHee cM. n. ). Ecnu
B CUCTEME YyCTaHOB/IEH CePTUPMKAT, TO MO HAXKATUIO HA KHOMKY «BblbpaTb» OTKPOETCs OKHO
Bblbopa cepTudmkaTa. lNMocne Bbibopa cepTudmkata B pamke oTobpasaTcsa ero napameTpsbl.

Mo Ha)kaTUIO Ha CTPesiKy OTKPbLIBAKOTCA NapaMeTpbl HACTPOMKN CXeMbl ayTeHTUdMKALUM
«Mo cepTuUdmKaTy Nosb3oBaTeNs» AN YCTAaHOBKW NpuM3Haka NpoBepKu cepTudmkaTa cepsBepa,
a Takxe Ansa Bblbopa NyTel K nankaMm Co CMMCKaMM OT3blBa U KOPHEBLIMU cepTUdUKaTaMu.

HacTpoika 3aBepluaeTcs HaxaTueM Ha KHomnKy «OK»,

1.7.2 NeHepauuna 3anpoca Ha cepTucdpumkar

Y1066l NonyunTb OT 6pokepa dann ceptudmkaTa, He06X0AMMO MO 3apaHee OroBOPEHHOMY KaHany
CBS3U nepeaaTtb eMy dann 3anpoca Ha ceptudmkaT, chopMmpoBaHHbIi B Pabouem mMecte QUIK.

[vianor co3gaHusa 3anpoca Ha CepTVId)VIKaT MOXHO OTKpPbITb B HaCTpOVIKaX KJIMEHTCKOIro MecCta
cneayrowmMmn cnocobamu:

B OKHe «KpunTto-npoBanaepbi» BblaenuTte kpuntonposangep OpenSSL 1 HaXXMUTE Ha KHOMKY
«Co3paTb KAu»;

Ha BkNaake «Toproensa / DUM» HaXXMUTE Ha KHOMKY «3arpy3nTb». B OTKPbIBLLEMCHA OKHE
HaXXMUTe «3anpoc».
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MapameTpsl, obsa3aTenbHble AN 3aMoJIHEHUSA, MOMEYEHDbI «*»:

3anpoc Ha cepTgmkar *
Bnaneney
*TonHoE MMA: | WeaHos Bnagumup HuKonaeeuy
*Email: | ivanov02@test.com
HOpraHuzauan; | TESTINVEST

WMHH: |

TloapasneneHue: | Ctaen01

*[loMm#HOCTE: | Crneusanuct |

*Topoa: | Hosocubupok
*PernoH: | HCO
*CTpaHa: | RU
LokymeHT: |
-
[JononHuTentHbIE NapaMeTpsl
AnNropuTM RSA | OnuHa 2048 v
©alin 3aNpoca Ha CepTMdMKaT:
| certrequest.pem | Boifpath

E-mail bpokepa:

B none «CrpaHa>» BBOAMUTCA ABYX6YKBEHHbIA KOA CTpaHbl No ctTaHAaapTy ISO.
Hanpumep, «ru» — Poccuiickaa degepauums.

1.7.3 YcraHoBKa ceptudukara
CkonupynTe nony4yeHHbln oT 6pokepa cepTuduKaT B KOPHEBYIO AnpekToputo Pabouero mecta
QUIK.

YcTaHoBKa cepTuduMKaTa BO3MOXHA ABYMS Crocobamu:

1. B okHe «Kpunto-npoBanaepbl» Bblaenute kpuntornpoBangep OpenSSL 1 HaXXMUTE Ha KHOMKY
«YcTaHOBUTb cepTudunkaTt». Boibepute daiin ceptndunkarta n HaxkMute «OTKPbITb».
2. YcTaHoBKa cepTudukaTa Ha 3Tarne yCTaHOBKW CETEBOr0 COEANHEHUS:

3anycTute Pabouee mecto QUIK. Haxxmute ™ ans ycTtaHoOBKM coeanHeHns. OTKpoeTcs
OKHO BMAaa:

YCTaHOBKE CETEBOrC COEAMHEHMA e

D-TEST [182.161.26.12:15000] w

WHdpoEaTE gaHHER © NorMol e CE3A:

| OpenSSL_Provider |

Henonesosars HACTPORKK M3 daling:

Beoa OTrEHE LCrpaeka
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BbibepuTe dann HacTpoek B nose «Mcnonb3oBaTb HACTPOMKKM N3 dalina» n HaxmuTe
«BBog». Mporpamma aBTOMaTMyeckn obHapyxuBaeT danin ceptmdukaTa v BbIBOAUT
3anpoc Ha gobasrieHne ero B XxpaHunnuwe. Haxmute «da».

JNoBasuTb HOBEIA cepTudmkaT

g Haigen Hoeeii ceptndmkar:

Bnagenew UserD1

Waparens: arga.ru

Cepwiinei Homep: 0003 FA18 C976 975F 8A
Cpok geiictema: ¢ 01.08.2017 no 01.08.2018

Xenaete gobasnTe ero B xpaHmanwe?

OTKpbIBaeTCS 3anNpoC Ha 3alUnTy NPUBATHOrO Ktoda naponem. MNMpu HaxaTum
Ha KHonky «HeT» ceptudmkaTt gobasnsercs 6e3 napons.

Bonpoc

e. XKenaeTe 33WMTUTE NPUEBATHEIA KNKOY Naponem?
Her

Ans BKAOYEHUS 3aWNTbl HaXMUTe «[la» n BBeaAUTE naposib.

Maponb AoMmKeH coaepxaTb X0Ta 6bl 04HY UNDPY, OAHY 3arfaBHYO U OAHY CTPOYHYIO
6ykBbl NaTUHCKOro andasunTta. [jonyckaTcs cMMBobl « » (npoben) n «-» (geduc).
,U,J'IVIHa naponsa AO/1XKHa COCTaBidATb HE MEHEE 8 cumBONOB.

3anpoc napona bt
WMHbopMauma o cepTuduKaTe:

Bnanenew: Tech_User02

MzpaTens: arga.ru

CepuitHel Homep:  00DS FA18 C976 975F 82
Cpok geicTBMs: c: 26.07.2017 no: 26.07.2018

Mapons napone

Ommera

Bbibepute ceptudukat n Haxmute «OK».

[aHHbI crnocob Ucnonb3yeTcs TakXe Npu NNaHOBOW 3aMeHe cepTudukaTa.

1.8 Knwoum 3anycka Pabouero mecrta QUIK

Mpu 3anycke Pabouero mecta QUIK n3 KoMaHAHOM CTPOKM UCMONb3YIOTCS CNeaylolme Kaoum:

-clear - ouncTuTb cnyxebHble dannbl, KOTOpblE coaepXaT Toproeble AaHHble (info.log (unn
curr_data.log B 3aBMCMMOCTK OT HAacTpoek TepMnHana), acnt.dat, alert.ik, alltrade.dat,
trades.dat, orders.dat). 310 no3BonsSeT yCKOpUTb 3arpy3Ky Nporpammsil.

-full-dump - B cnyyae Bo3HUKHOBeHUs owmnbku dopmmnpyetca DMP-dann, coaepkaluni
NOMHY MHbOPMaUMIo O NporpamMmme.
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-security-replace - nHcTtpymeHTbl B WND-(aine HacTpoek 3aMeHSItoTCS B COOTBETCTBUM
C npaBunammn, 3agaHHbIMKN B (aline 3ameHbl.

dopmaT 3anycka:

info.exe -security-replace [<mumMa odaiya C IpaBuilaMM 3aMEHBD> ]

Ecnu dann 3amMeHbl He yKasaH, To ncnonb3dyetcsa gann replacements.txt, pacnonoxeHHbIn
B kaTanore ¢ Pabounm mectom QUIK.

®dopmaT darina 3amMeHsbl:

<Crapelt KOO KJjlacca 1>,<CTapeli KOO MHCTpyMeHTa l1>=<HoBEM KO KJjlacca 1>,<HoBmll KOX

MHCTPpyMeHTa 1>

<Crapwt KO&I kJjlacca N>, <CTapbeli KOI MHCTpyMeHTa N>=<HoBHM KOI kJjlacca N>, <HOBEI KOI

MHCTpyMeHTa N>

3aMeHATCA creayolme napamMeTpbl:

Ko UHCTpyMeHTa;

KpaTkoe 1 nosiHoe HaMMeHOBaHWE NHCTPYMEHTA;
Koa knacca;

HanmeHoBaHMe knacca.

ANna KOppPEeKTHOM 3aMeHbl MHCTPYMEHTOB B Tabnuue «Jlocka OonuuoHOB>» B KauecTBe
KoAa Kjlacca csieayeT yKka3biBaTb KOA KJlacca OMNuUMOHOB, a B KauecTBe 3aMeHAeMOoro
MHCTPYMEHTa — koA 6a30BOro akTmsa.

Ecnu ykasaHHbIi B daline 3aMeHbl MHCTPYMEHT He HaldeH B CMpaBOYHUKE MHCTPYMEHTOB
Pabouero mecta QUIK, To onepaumnst 3aMeHbl HE BbINOJHAETCS.

Mpumep danna:

SPBOPT, GZ10250BJ6=SPBOPT,GZ10250BL6
SPBFUT, S1Z6=SPBFUT, SiH7

Ansa coxpaHeHusi U3MeHEéHHoro gana HacTpoek Heo6xoAMMO UCNoNb30BaTh
cdyHKLUMOHaN coxpaHeHusa koHdurypaumm Pabouero mecrta QUIK B WND-dain
(cM. B n. 2.12 Pazaena 2 «OCHOBHbIe NPUHLUXNbI pa6boTbl» ).
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1.9 Hacrtpoika napaMeTpoB coeAMHEeHUA

1. Mo yMonuyaHMIO NpeanaraerTcs TMN coeAuHeHUs, KOTopbiiA 6blJ1 UCNMOJIb30OBaH
npv npeabiaywem noaknoyeHun. Ecnm kakoe-to coeguHeHune 6bis10
OTpeaAaKTUpPOBaHO wiu Ao6aBneHo, TO NpPU o4YepeaHOM NOoAKJIIUYEHUM
OHO 6yaeT NpeasioXKeHo Mo YMOJIYaHUIO.

2. PekoMeHAyeTCs HaCTPOUTb OUEpPEeAHOCTb 3anuceiM B CNMCKe coeAuHEeHUM
B nopsaake y6biBaHMS 4acTOTbl MUCMOJIb3OBAaHUS COEAUHEHU, NepeMeLlyas

CTPOKM B CNMUCKE KHOMKAaMM CO CTpeJikaMum ﬁ n M.

.
MNpocmoTp ACCTYNHBIX COSAMHEHWA L_LhJ

MH$OPMAUMA O COBLHHEHMAR

OnucaHHe cosgUHEHMA IP-fapec Mopr Koy cepeepa
YhueepoankHoe 19217813525 200 infa

HotaeuTe

m

PenakTposaHve coeguMHEHMS I,&J

HameHuTe

OnucaHue cosguHEHHA Ceresol agpec Mopr Koy cepeepa

T W

Yaanure

192178.138.25 200 info

(i w s w s s B e n

La ] | Otrena Lrpaeka

{BOCCTAHAENMEATE CBASH AETOMATWMECKM Yepas | o cekyHa o 10:00:00 5 go 22:00:00

an EOCCTAHOENEHHM HCMONEZ0EATE TONRKD NAPAMETPEI MOCNEQHET D CO2dHHEHHS

B npouecce patiorer

V| NpoeepaTe ceAsk © cepeepom kaxaee B0 CEKUYHA, NOChINan CooBWEeHHe pastepot (128 w | GaiiT

| LoxpaHuTe | | OrreHa | LCnpaeka

OTkponTe NyHKT MeHio Cncrtema/CoeanHeHuA....

Onsa pegakTupoBaHus BbibepuTe CTPOKY U3 cnncka «MHpopMauns o coeauHEHNAX»> N HaXMUTe
KHOMKY «MI3MEeHUTb>.

[na co3gaHnsa HOBOIO COeAMHEHMST HaXXMUTE KHOMKY «[JobaBntb>».

B none «CeTeBoli agpec» ykaxuTte AOCTYMNHbIN CETEBOMN aApec KOMMNboTepa, Ha KOTOPOM
ycTaHoBneH cepeep QUIK, B none «Mopt» — nopT cepBepa. Npun paboTe yuepe3 Nnpokcmn-cepeep
B JIOKANbHOW CETN ero ceTeBol aapec M NOpPT YKa3blBAKOTCSH B MYHKTE MEHIO MPOrpamMmmbl
Cucrtema/Hacrtpoiikn/CoeanHeHmne ¢ UHTEpHETOM... (On1McaHne HacTPONKN CoOeaANHEHMUS
yepes NpoKcu-cepeep CM. B M. ).

B none «Kntou cepeepa» ykaxute ngeHtndukaTop Kntoya cepsepa. MaeHTndukaTop
coobuaetca AgMmHucTpaTopoM cepeepa QUIK.

B none «CeTeBoi agpec>» yka3biBaeTcs ceteBoe umsa wam IP-agpec koMmnbioTepa,
Ha KOTOPOM ycTaHoBJieH cepBep QUIK.

HaxxmMute KHOMNKy «[a» aAna coxpaHeHust USMEHEHUN UK KHonky «OTMeHa» ANns 3akKpbiTUs
OKHa 6e3 coxpaHeHwusl.

,U,J'ISI yYAaneHnda HEHYXHOIro coeanHeHuna BblAENNTE €ro B CrnckKe <<|/|H¢)OpMaL|,VIF|

0 COEAMHEHUNAX»> N HAXXMUTE KHOMKY «YAanuTb».
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HacTpoiiku aBTOMaTMYECKOro BOCCTAaHOBJIEHUSAl CBSAI3U C CEPBEPOM
1. YcraHoBuTe hnaxok «BoccTaHaBNMBaTh CBA3b aBTOMATMUECKM Yepes ... CEKYHA C ... A0 ...».

B Mofie «4yepes ... CEKyHA» 3ajaiTe nepnos OXuaaHus B CeKyHaax. PekoMeHayeMmblin
nHTepBan: 15-60 cekyHA. MMHMManbHbIM MHTEpBanN: 5 cekyHa.

B nonsx «c ... 0o...» ykaxute nepuoa BPEMEHU, B TEYEHME KOToporo 6yaeT
[eliCTBOBaTb BOCCTAHOB/IEHNE CBSA3WN. YKa3bIBAETCA CUCTEMHOE BPEMS KOMMbIOTEPA
nosib3oBaTens. PekoMeHAyeTca HacTpamMBaTh NEPMOA B COOTBETCTBUM CO BPEMEHEM
npoBeaeHns TOproe Ha 6Mpie, Tak Kak Nno 3aBepLIeHNN TOProB cepeep
aBTOMATMYECKM OTK/IIOYAET BCEX MOMb30BaTeNel. B nocneayowme Toprosblie AHN
cBsA3b 6yAeT aBTOMAaTMYECKN BOCCTAHABIMBATLCA B Ha3HaYe€HHOE BpeMs.

2. Ecnun dnaxok «lpu BOCCTaHOB/IEHNN UCMO/b30BaTh TOJIbKO MapaMeTpbl NoCNeAHero
coeauHeHnsa» BKIOYeH (Mo YMONYaHUIO), TO CeAylollee COeUHEHME YCTaHaB/IMBAETCS C TEMU
K€ HacTpoMKaMu, YTO U B NpeablayLLe NonbITKe.

Ecnu dnaxok CHAT, TO cneayollee coeAMHEHNE yCTaHaBINBaeTCsl C HAaCTpoiKaMmu,
yKasaHHbIMW B cneaytoLlen cTpoke cnucka «MHdbopmaumnsa o coeagnHeHnsx». ns aToro

Heo6X0ANMO YNopAA0UYUTb CINCOK AOCTYMHbIX COEAUHEHWI C MOMOLLbIO KHOMOK @ n ﬁ
B COOTBETCTBUM C XKelaeMoW o4epeaHOCTbo nepebopa coeanHEeHU. ITa BOSMOXHOCTb MOXET
MCNoNb30BaTbCsA AN NOAKIIOUEHUS K CEPBEPY Yepes pasHbiX NpoBaliaepos.

HacTpoiiku MOHUTOPUHIra 3aAepiXeK Ha KaHaJie CBA3MU

Ecnu yctaHoBneH dnaxok «poBepaTb CBA3b C CEPBEPOM KaxAble ... CEKYHA, Nocblnas
coobuieHne pa3Mepom ... 6anT», To NnporpaMmMma NpoBOAUT PEryISAPHbIA 3aMep 3a4EpXEK Ha KaHarne
CBSI3W MeXAy CEPBEPOM U K/IMEHTOM, MPU 3TOM 3HAYEHME NO YMOIYaHMIO (M MUHUMANbHOE
3HaueHue) 30 cekyHa. Pe3ynbTatbl 3aMepoB oTobpaxatoTcsa B «MHDOPMauMOHHOM OKHe»,

CM. M.

DyHKUMS UMeeT napaMeTpbl AN HAaCTPOMNKN:

WHTepBas B CEKyHAaxX Mexay OTrnpaBKOW cOObLLeHnn, pekoMeHayeMasa BennumnHa: «60»;
BeIMYMHA OTNpaBAseMoro naketa, B 6anTax, pekoMeHayeMas BefnUymHa: «128».

1.9.1 HacTpoiika napaMeTpoOB MNOJIy4YeHUS] U COXPAaHEHUA AaHHbIX

MonyyeHue gaHHbIX
HacTpolika nonyyeHns AaHHbIX BbINOMHAETCA Yepes MyHKT MeHI0
Cucrema/Hactpoiikn/OCHOBHbIE€ HAaCTPOMKM..., pasgen «lMporpamma» / «MonydeHne AaHHbIX>».

1. <<|/|HTepBa}'I 06HOBMIEHNS AaHHbIX C TEKYWNM COCTOAHMEM» — yNnpaB/eHne nepnogn4yHoCTbo
obHOBNEHMS AaHHbIX B Tabnuue TEKYLWNX TOPros.:

«3anpawwunsaTb AaHHble pa3 B ... CEK.» — AAHHbIA NpPU3HaK NO3BOJISET OTK/IOUYUTD
HenpepbIBHOE NONYyYeHWE AaHHbIX Ana Tabnuubl TeKywmx Topros. Mpu BKAOYEHHOM
npusHake nHdopmauunsa B Tabnnue 06HOBNAETCA NepmoamnyecKn Yepes yCTaHOBNEHHbIN
WHTepBas, B ceKyHaax. MakcuManbHbin nepuoa obHoBneHmsa — 60 cekyHA. MNpu3Hak
BKJTIOYEH MO YMOJIYaHUIO. 3HAYEHME MO YMONUYaHUIO: «1»,
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2. «[pwn nony4yeHnn HOBOro MHCTPYMEHTa» — ynpaBneHne nobaBneHNeEM HOBbIX MHCTPYMEHTOB
B CYLLECTBYHOLLUME Tabnuupbi:

«[lo6aBnaTb ero Bo Bce Tabnuupl» — ecnv (iaXxok yCTaHOB/IEH, TO NPWU NOSIBIEHUM
B TOProBOi CMCTEME HOBOIO MHCTPYMEHTaA B KakoM-11Mbo Knacce oH 6yaet nobasneH
BO BCe CyllecTBytowme Tabnuubl, rae otobpaxatTcsl MHCTPYMEHTbI AaHHOIro Kiacca,
a Takxxe no6aBJieH B CMMCOK MHCTPYMEHTOB, oTobpaxaeMblX B «Tabnuue TeKyLmnx
TOpros».

KoTuposkmu

HacTponka cnncKkoB MHCTPYMEHTOB A5 NoslydeHns nHdbopMaumm no KOTMPOBKAM BbIMOAHAETCS
yepe3 NyHKT MeHlo Cuctema/HacTpoikn/OCHOBHbI€ HAaCTPOMUKM..., pa3aen

«Mporpamma» / «lMonyyeHue gaHHbIX»/<«KOTUPOBKN>».

BoprnpoeaTe cnncok oBHOBNAEMEBIX WHCTPYMEHTOE W N3PAMETPOE:

9] "YMHBIM" 33Ka30M A3HHBIX (PEKDMEHIYETCA)

@ no EbIBpEHHbIM Knaccam:

IE BelGpate BCE ~ Knaccos 26/26

EES Anroputm EESZ2 © oTHOCUTEABHBIM CN (s17]

SMS P PeEA WHetpymenTos  4243/4243
MHBECT-naem Mapamerpos 140/140

Kpocc-kypcel BantoT
ME BantoTa: MHgekcwl
MIERT B AR prEDn AT Knacc: MB ®P: T+ Kopn.obawnraumm
MB @P: A1-OBnurawmn
ME @©P: MHaekce!

]
ME @P: O6nuraumm (pacu.e EUR) WL e T

ME ©P: Mepeuunoe pasmeltedune (cBanragim) BeiBpano 1757 us 1757 Hacrpoute..,
MB @P: PMC: AT-Akunm 1 nan

ME ®P: T+ ETF [] ®unetp napametpos

ME ®P: T+ Al-Akuwu, naw u PAP

MB ®P: T+ A1-O6auraumn Boibpano 64 ns 64 HactpouTs...

MB ©P: T+ d-Axupn

ME ®P: T+ OBanraymm (pacy.e USD)

MB @P: T+ Man

Onuwoner FORTS w

HacTpoute no oTKpbITbiM TaGauuam CBpocnTe huneTpe!

Coxpanwte OTmena

«POopMMpPOBaTb CMMUCOK MOSIyYaeMbIX MHCTPYMEHTOB M NapaMeTpoB» — HACTpolka obbema AaHHbIX,
nony4vaembix ¢ cepsepa. [103BoNSET OrpaHUUNTb CINCOK NPUHUMAEMbIX AaHHbIX A8 COKpalleHus
Tpadwuka:

1. «"yMHbIM” 3aKa30M AaHHbIX (PEKOMEHAYEeTCA)» — NofyyaTb HOBblE 3HAYEHUS N0 UHCTPYMEeHTaM
N UX napameTpam, KoTopble oTobpaxatoTca B Tabnmuax nporpaMmbl, He06X0AUMbIX ANS
pacyeTa MapXWHanbHbIX NOKa3saTenen, NoKynaTesbHON CNOCOBHOCTMN, NCNOJIb3YIOTCA
B ckpunTax Lua n QPile, otobpaxatoTca Ha rpadukax, IKCNOPTUPYHOTCH B CUCTEMBI
TEXHWYECKOro aHanmsa 1 UCNosb3YITCS BHEWHUMW NOAKIOYAEMbIMU MOAYISIMU.

Cnncok Tabnuu, coaep>XxuMoe KOTopbIX BAMseT Ha Habop nonyyaeMbiX MHCTPYMEHTOB
N NapaMeTpoB:

Tabnuua TekyLwmx TOpros;
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Tabnuua n3meHeHU NnapaMeTpoB;
Tabnuua ncTtopum 3Ha4YeHni;
KnneHTtckun noptdens;
Kynutb/MpoaaTs;

Jdocka onunoHoB;

Tabnuua nokanbHbIX ONOBELLEHMI MO napamMmeTpam Tabnmubl TEKYLNX TOPros.

2. «ro BbI6paHHbIM KiaccaM» — MoslyyaTb HOBbIE 3HAYEHMS MO UHCTPYMEHTAM U UX NapaMeTpaM
Nno BbiBpaHHbIM B OKHe AaHHbIM. B OkHe NpeacTaBfieH CIUCOK, TAe C NOMOLLbIO rasloueK MOXHO
BblI6paTb KNacchl, NOJly4aeMbIX AaHHbIX. Take AOCTYNeH MOUCK.

MyHKT «Bbli6bpaTbh BCce» — OTMEYAET BCE KIacchbl / OUMLLAET BCE.

KHonka «HacTpouTb Mo OTKPbITbIM TabanuaM» — HacTPOUTb aBTOMaTUYEeCKU DUNbTPLI
WHCTPYMEHTOB M NapaMEeTPOB, BbiOpaB TO/IbKO T€ MHCTPYMEHThLI U UX NapaMeTpbl,
KoTopble oTo6pakatoTcs B Tabnunuax, OTKPbITbIX NOMb30BaTeNeM Ha AaHHbI MOMEHT.
Mpu pegakTMpoBaHMM NOJib30BaTE/NIEM HACcTpoek Tabnuy, HaCcTpoku GUNbLTPOB
NPUHNMAEMbIX AAaHHbIX NUSMEHATCA COOTBETCTBEHHO.

Mpw BKJIIOYUEHHOW HACTPOMKE KPOME OTKPbITbIX OKOH YUMTbIBAlOTCA
TaK>ke napameTpbl, Heo6xoauMble AN pacueTa Map>XUHaJbHbIX
nokasaTesie U NOKynaTtesibHOW COCOGHOCTM.

KHonka «CbpocuTb dunbTpbli» — cbpacbiBaeT BCe HACTPOEHHblE PUNLTPbI MO KlaccaM.

O6uwas cTaTUCTMKa No BCEM Bbi6paHHbIM U AOCTYMHbLIM NapaMeTpaM oTobpaxaeTcs
cripaBa OT CMuUCKa;

KJ1laccoB BbI6paHO / KNAcCcoB AOCTYMHO — KOIMYECTBO Bbi6paHHbIX / AOCTYMHbIX
KJ1aCCoB;

WHCTPYMEHTOB Bbl6paHO / MHCTPYMEHTOB AOCTYMNHO — obliee KOAn4ecTBo
BblbpaHHbIX / AOCTYMHbIX NHCTPYMEHTOB;

napaMeTpoB BbibpaHO / NapaMeTpoB AOCTYMHO — obuiee KOMYeCcTBO BblOpaHHbIX /
AOCTYMHbIX MapamMeTposB.

BHYTpM KaXaoro Knacca HacTpanBalTCS:

«@UAbTP UHCTPYMEHTOB» — ecnun (naXkok YCTaHOBMEH, TO NPUEM AaHHbIX
OCYLLECTBJ/ISIETCA TOJIbKO MO BbIGpaHHbIM MHCTPYMeHTaM. Ecnu cdnaxok cHAaT,
TO NPUEM AaHHbIX OCYLLECTB/ISIETCA MO BCEM MHCTPYMEHTaM, AOCTYMHbIM ANs
AaHHOro knacca. Knaccel, No KOTOpbIM yCTaHOBEH PUIbTP MHCTPYMEHTOB,
BbIAENSOTCS CEPbIM LIBETOM;

«@UNbTp NapaMeTpoB» — ec/in 1aXOK YCTAaHOBJIEH, TO NMPUEM AaHHbIX
OCYLLECTB/IAETCS TO/IbKO MO Bbl6paHHbIM NapaMeTpaM. Ecnn dnaxok cHsT,
TO NPMEM [AaHHbIX OCYLLECTB/ISETCA MO BCEM NapaMeTpaM, AOCTYMHbIM ANs
WHCTPYMEHTOB AaHHOro knacca. C noMolublo AaHHOro guibTpa MOXHO
0TKa3aTbCs OT MOSyYeHUss HEUCMNOMb3YyEeMbIX NapaMeTPoB.

CraTucTnka No MHCTpPyYMEHTaM M napamMeTpam BblbpaHHOro Knacca otobpa)kaetcs
noa duneTpamu.

CoxpaHunTe HaCTPOMKM, HaXKaB KHOMKY «COXpaHUTb>».
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O6e3nnuyeHHble caesiku

HacTpoika CnMCKOB MHCTPYMEHTOB AN NONyYeHUst MHGopMaummn no ob6e3fIndyeHHbIM caenkam
BbIMOJIHAETCS Yepe3 NyHKT MeHtio Cucrema/HacTtpoilku/OCHOBHbI€ HAaCTPOMUKM..., pa3aen
«Mporpamma» / «lMonyuyeHne gaHHbIx»/«Ob6e31nYEHHbIE CAENKN».

BbiBpath knaccbl MHCTPYMEHTOB:

[W] Beibpate Bce e Knaccos 2723
[[] EES AnropuTia EES2 € 0THOCUTENBHEIM CIPEAOM
[ WHeecT-naen

[] ME Banwara: Mngekcel

ME ®P: T+ Kopn.oBauraumm

WHctpymentos  1815/4233

[] ME ©P: A1-O6auragmm Knacc: Mb ®P: Unpekce
ME ©P: MHgekcs!
[] ME ©P: O6aunraumm (pacu.e EUR) [ tmnetp wHcrpymerTos

] ME ®P: MNepenuroe pasmewenne (obanraumm)

1 ME ®P: PINC: AT1-Akuan 1 nan

[ MB ®P: T+ ETF

[ ME ®P: T+ Al-Akuwn, nan v PP

1 ME ®©P: T+ Al-O6nauraume

1 ME ®P: T+ J-Akupm

1 ME ®P: T+ Ofanrawme (pacq.e USD)

1 ME ®P: T+ Man

1 onumere FORTS

[] Ovnpaexa daiince gns oTuetoe v

BeiGpaHo 38 w3 58 HactpouTe...

CépocnTe hunbTpbl

D HDJ’I)"‘-IETb oBesnMYEHHBIE CAENKW C MOMEHTE NOAKNHYEHNA

|_|EFI E33K3zaTk JaHHEIE

Coxpanwte OTmena

1. «BbI6bpaTb KNaccbl MHCTPYMEHTOB®» — MOJly4YaTb HOBblE 3HAYEHMS MO UHCTPYMEHTAM KJ1acCoB,
Bbl6paHHbIM B OKHE. B OKHe npeacTaBfieH CUCOK AOCTYMHbIX KNaccoB. Takxe A0CTyneH
MOUCK.

MyHKT «BblbpaTb BCce» — OTMeYaeT BCe KAaccChbl / o4mLLaeT BCe KNacchl.
KHonka «CbpocnTtb punbTpbi» — cbpacbiBaeT BCE HACTPOEHHbIE PUNBLTPHI.

O6uwas cTaTucTuka no BCEM Bbl6paHHbIM KflacCcaM U UHCTpyMeHTaM 0T06pa>KaeTc9|
cnpaBa OT CNUCKa,

Kf1laccoB BbI6paHO / KNAaccoB AOCTYMNHO — KOJMYECTBO Bbi6paHHbIX / AOCTYMHbIX
KJ1acCcoB;

WHCTPYMEHTOB Bbl6paHO / MHCTPYMEHTOB AOCTYMNHO — obliee KonmM4ecTBo Bbl6paHHbIX
/ BOCTYMHbIX MHCTPYMEHTOB;

BHYTpM Kaxxgoro knacca HacTpavMBaeTcs:

«@UNbTP UHCTPYMEHTOB» — ecnun (iaXkok YCTaHOBMEH, TO NPUEM AaHHbIX
OCYLLECTB/ISIETCS TOJIbKO MO BblI6paHHbIM MHCTPYMeHTaM. Ecnu dnaxok CHAT, To npuem
OaHHbIX OCYLLECTBNSIETCS NO BCEM MHCTPYMEHTaM, AOCTYMHbIM AN AAHHOMO Kiacca.
Knaccebl, N0 KOTOpbIM YCTaHOBMEH (PUNLTP MHCTPYMEHTOB, BblAENSAOTCA CepbIM
LBETOM.

CraTtnctnka no MHCTpyMeHTaM BblbpaHHOro knacca otobpaxkaetcs nog dunbTpamu.

2. «Mony4yaTb 06e31nYEHHbIE CAENKM C MOMEHTA NOAK/IOUYEHMUSI» — HACTPOlKa paccbliku
o6e3nMYeHHbIX caenok nonb3oBaTtento. Ecnm dnaxok yctaHoBNEH, TO MHdOpMaumMs 0 caenkax
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noctynaet c cepepa QUIK c MOMeHTa yCTaHOBJ/IEHNS CBSI3N C CcepBepPOM. Ecnn naxok CHAT
(no ymonyaHuio), TO cAeKM A03aKa3blBAlOTCSA C YYETOM MOC/AeAHEN CAENKN, UMEKOLLENCS
B PaboueM mecte QUIK.

3. «[lepe3akasaTb AaHHbIE» — NMPU HAXaTUM KHOMKW yAansieTcs BCS AOCTYrnHas MHdopMauuns
06 06e3nnueHHbIX caenkax (ouunwaroTcsa Bce Tabnuubl U GarinoBoe XpaHuUauLLEe), CAENKN
nepesakasblBalOTCA C YYETOM HacTponku «lMonydyate o6e3nmyeHHble caenkm C MOMeHTa
NOAKOYEHNS»,

CoxpaHunTe HaCTPOMKM, HaXKaB KHOMKY «COXpaHUTb>».

I KoMMeHTapuu:

CnncoK MHCTPYMEHTOB, BblibpaHHbIX MO YMOSYaHMIO B AManore cosgaHuna Tabnuvupbl
06e3/IMYEHHbIX CAENO0K, COBMNAAAET CO CMMCKOM MHCTPYMEHTOB, OTMEYEHHbIX
Nonb30BaTesieM B AManore HaCTPOMKM 3aKka3a 06e3/IMUYEHHbIX CAENOK.

Mpu nobaeneHnn B Tabnunuyy ob6e3nIMYEHHbIX CAEN0K MHCTPYMEHTOB, MO KOTOPbIM

He 3aKa3aHbl 06e3nYeHHble caenkun (T.e. MHCTPYMEHTbI He 6blin BbibpaHbl B gnasnore
HaCTpoOeK 3aka3a 06e3/IMYeHHbIX CAeNO0K), AaHHble MHCTPYMEHTbl aBTOMATUYECKMU
[06aBNATCSA B CMUMCOK MHCTPYMEHTOB A9 3aka3a 06e3/IMYeHHbIX CAENOK.

Ecnu npu co3gaHnn TUKOBbIX rpadMkoB no Tabnvue 06e3/1MYEHHbIX CAENOK UK
NpwW HacTpolKe 3KCNopTa TUKOB B CUCTEMbI TEX. aHaNIM3a Ha OCHOBaHUKN Tabnuubl
06€3NMYEHHbIX CAENOK MOJIb30BaTesb BbiIbMPAaeT MHCTPYMEHT, MO KOTOPOMY

He 3aKa3aHbl 06e3/1MYEeHHbIe CAENKWN, TO AaHHbIA MHCTPYMEHT aBTOMaTUYECKM
Ao6aBnsieTcs B CMMCOK MHCTPYMEHTOB A1 3aka3a 06e3/IMUYEeHHbIX CAENOK.

Mo kHonke «[lepe3aka3aTb AaHHble» He NpeAyCMOTpeHa aBToMaTU4ecKas O4YMCTKa
OaHHbIX 455 akcnopTa obe3ninyeHHbIX caenok ¢ ncnonbsosaHmem ODBC n DDE.
OuncTka faHHbIX NPOU3BOANTCA MOJsib30BaTeNeM Bpy4Hyo. lNepe3anyck pacyeTa
QPILE-nopTdens Takxe OCyLWEeCTBSETCS MOMb30BaTENIEM BPYUHYIO.

CoxpaHeHue faHHbIX

HacTpoika coxpaHeHMs AaHHbIX BbINOSHAETCS Yepes3 NYHKT MEHK
Cucrema/Hactpoiiku/OCHOBHblIe HAaCTPOMKM..., pasaen «lMporpamma» / «CoxpaHeHue
OAHHbIX».

1. «CoxpaHaTb ANns NosyvYaeMblX MHCTPYMEHTOB M NapaMeTpoB» — MpU3HaKW, onpeaenstowmne
Konu4yectso nHdopmaumun, xpaHumon Pabounm mectom QUIK ansa nocneaytouwero
NCNONb30BaHMUS.

«TONbKO faHHble, OTpaxarlLline TeKyLlee COCTOAHNE» — COXPaHATCA nocneaHuve
3Ha4YeHnsd napaMeTpos,

«[laHHble, oTpa)kaloLmne TeKyllee COCTOSIHNE U BCIO UCTOPUIO UBMEHEHUIA» —
COXPaHSIOTCA BCE MPUHSATbIE 3HAUYEHUsI NapaMeTpoB. [JaHHOe CBOMCTBO HEO6X0AMMO
npu Mcnonb3oBaHUn Tabnuubl UCTOPUM 3HaYEHUI, Tabnuubl U3MEHEHNS NapaMeTpoB,
NMOCTpOeHMs rpacmnKoB Mo 3HaYeHUsIM Tabnuubl TEKYLLUX TOProB, a Takxe 3KcnopTa
AaHHbIX B CUCTEMbI TEXHMYECKOrO aHann3a, ecin UX UCTOYHUKOM siBnsieTcs Tabnuua
TEeKyLUX TOPros.

«[MonyyaTb NponyLweHHble AaHHble» (BAMAET Ha CKOPOCTb PaboTbl MPUIOXEHUS) —
Nnpu yCTaHOBNIEHHOM (riaXkke nMporpaMma nosyyaeT C cepBepa BCe AaHHble C Havana
TOProB 3a 3TOT AeHb. Mpu CHATOM hia)kke NPoM3BOAUTCS MPUEM TOSIbKO HOBbIX
OaHHbIX.

AaHHOe cBOMCTBO Heobxoammo, ecnmu ncnonbsyerca Tabnuua ncropmnm (nmb6o
B rpadumkax Mcnosib3yroTcs napametpbl us Tabnuubl ucropumn) nnbo Tabnuuya
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M3MEeHeHMUI 3HaueHuit napameTpoB. Ecnu ykasaHHble Tabnuubl
He 3aelCTBOBaHbl, PEKOMEHAYETCS OTKJIIOUMUTb 3TOT (hJIaXKoK ANnAa
yMeHblueHua Tpaduka.

2. «OuynwaTb AaHHbIE MOCAe CMEeHbl AaTbl»:

«Ha nokanbHOM MalKnHE» — OYMLLAET B NaMsATU AaHHble NpeablayLlen TOproBon
ceccum cpasy nocsie 3anycka nNporpamMmmbl, 40 YCTaHOB/IEHUS CBA3U C CEPBEPOM.
Ncnonb3yiTe 3TOT BapuaHT, eC/in HET Heo6XoAMMOCTU NMonyyaTb MHGOpMaLMIo

0 Toprax 3a npeabiaylWwnii AeHb nepea Ha4vyaaoM TOProB 3a TEKYLWMNA AeHb.

«Ha cepBepe (Npu yCTaHOB/IEHUN CBSA3WN)» — OUYMLLAET AaHHbIE NpeablayLlei TOProBoi
CEeCcCcuM Npu NosIBSIEHNUM Ha CepBeEpPE AaHHbIX, OTHOCALLNXCSA K HOBOW TOProBO CECCUM.
Ncnonb3yiiTe 3TO BapMaHT, ecin MHbopMaLmMs 0 Toprax NPMHUMAETCS YTPOM
cnenywLLlero AHA (HanpuMep, n3-3a CyLLEeCTBEHHON pasHULblI B YACOBbIX Nnosicax).

1.9.2 HacTtpoiika coeguHeHUs yepes NnpokKkcu-cepeep

Onsa opranmsaumm pabotbl cuctembl QUIK 13 nokanbHOM CETU, MMEKOLWEN OrpaHMYEeHMe AOCTyNa
B NHTepHeT, ckopee Bcero notpebyeTcsa HacTpomka NpoKCU-cepeepa agMUHUCTPATOPOM CETHU.
Ecnu cywectByeT BO3MOXHOCTb YCTAaHOBUTb coegmnHeHmne 6e3 ncnonb3oBaHms NpoKCcu-cepsepa,
TO BbINOJIHATb 3Ty HaCTPONKY He cneayerT.

1. OTkpounTe NnyHKT MeHtlo Cucrtema/Hacrtpoitkn/CoeanHeHue ¢ MHTepHeETOM....
[ Coegunenne ¢ MuTepHeTom lﬂhj

| Mcnonezoeate npokcK - cepeep

Cetesoii agpec 0.0.0.0 Mopr 0

[NpOTOKON B3AUMOAEHCTEHA C MPOKCH - CEPEEPOM

SOCKSS fe3 HAEHTHPHKAUHH NOAE30EaTENA -

HD.BHTHq?HKaLlMﬂ NoNk30E3TENA
SaI'IDaLIJHBaTb KA M N3P0k B NPOUECCE COS0HHEHKA

Yurare WA W Napone Hs $afina HacTPoFkK

Wraa 1 napone

Wras Mapone

[ Oa ]| OrtreHa | LCnpaeka

2. YcrtaHoBuTe pnaxok «MNcnonb3oBaTb NPOKCU-CEPBEP>.

3. B nonsax «CeteBor agpec» n «lMopT» BBeaAnuTe agpec n NopT Npokcu-cepeepa (coobwaetcs
aAMUHUCTPATOPOM JlIOKaNbHOM ceTu). Ero Takxxe MOXHO HalTW B HACTpOMKax nporpaMmel
obo3peBaTens NHTepHeT, Hanpumep ans MS Internet Explorer Hy>XHO OTKpPbITb MYHKT MEHIO
CepBuc/CBoiicTBa 6pay3epa, Bknagka «lMoaknoueHns», HaxaTb «HacTpoika cetu» —

B pazgene «[lpokcu-cepBep» yKasaHbl agpec NpoKCU-cepBepa U HOMep rnopTa, KOTopble HYXHO

yKasaTb B HacTpoliKax.

B none «Aapec>» yka3sbiBaeTcsl ceTeBoe uMAa unu IP-agpec komMmnbroTepa,
Ha KOTOPOM ycTaHoBJieH cepBep QUIK.
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4. BbibepuTe UCMONb3YEMbIA TUM COEANHEHUS:

«SOCKS5 ¢ ngeHtTndmnkaumen no MMEHU N Napoa» — ecsin NPoKCcuM-cepseep
noaaepxxuneaeT npotokos SOCKS5, n Tpebyetca naeHtTudmnkaumsa nonb3oBaTens.
B aToM cnyyae nma v naposnb onsa Aoctyna B VIHTepHeT 6yaeT 3anpawmnBaTtbcs ans
BBOZa MOJIb30BaTENIEM BPYUYHYLO, eciin BbiI6paHO ycnoBue «3anpawmBaTb UMS WU
naposb B NPOLECCE COEANHEHUNA», NTMOO OHU ByayT coxpaHeHbl B hans HacTpoek
cucTemsbl, ecnn BbibpaHo ycnoeue «4Ymrtatb MMS M Naposib M3 dakaa HaCTPONKM».,

«SOCKS5 6e3 ngeHtTndmkaumm rnonb3oBaTtens» — eciin NpoKCcM-cepBep NoaaepxXmBaeT
npotokon SOCKS5 n ngeHtudmkaums nonb3oBaTens He TpebyeTcs.

«CONNECT uepes3 HTTP nopT npokcu-cepepa» — ecnn npotokon SOCKS5

He noaaepXMBaeTcs CepBepoM, HO BO3MOXHO MUCMO/Ib30BaHME KOMaHAbl NPOTOKO/1a
CONNECT. Huxe npmnBeaeHbl NpuMepbl HACTPOMKN A1 MPOKCU-CEPBEPOB,
MPOTECTUPOBaHHbIX Ha BO3MOXHOCTb paboTbl ¢ QUIK:

Squid proxy (TpebyeTcs A0ONONHUTENBHAA HaAcTpoika),
MS Proxy (TpebyeTcs AONONHUTENbHASA HacTpoiiKa),
WinGate (HacTpoiika He Tpebyetcs).

«CONNECT uepe3 HTTP nopT ¢ naeHtudukaumen no MMEHN N Napon» — ecnu
npotokos SOCKS5 He nogaep>XnBaeTcsi CEpBepoOM, HO BO3MOXHO MCMNOJSIb30BaHMe
kKoMaHAabl npoTokosia CONNECT, n tpebyeTtca naeHtndukaumsa nonb3oBartens.

Nma n naponb ana poctyna B MHTepHeT byaeT 3anpawmBaTbCs AN BBOAA
Nnonb30BaTesieM BPY4YHYytO0, ecnu BbibpaHo ycnoBue «3anpalimneaTb UMS UM Naposib
B nMpouecce coegnHeHns», nnbo oHn 6yayT coxpaHeHbl B as HACTPOEK CUCTEMBI,
ecnu BblbpaHo ycnosume «4mtaTb MM U Naposib U3 danna HaCTPONKU».

UHdbopmMmauma ana agMUHUCTpPaToOpa JIOKaJbHOM CeTU MO HacTpolike NPoKCU-cepBepa
Heobxoanmo Bkatountb nopT QUIK (HoMep nopTta coobuwaeTca agMmHucTpaTtopoM cepsepa QUIK)
B CMUCOK MOPTOB, Yepe3 KOTOopble pa3pelleHo yCcTaHoBNeHne SSL-coeanHeHus.

1.

HacTtpoinkun ans Squid Proxy

B danne squid.conf (o6bi4HO 3TO /usr/local/squid/etc/squid.conf) gomkHbl 6bITb Cneaytowme

BkntoueHne 200 (HanpuMep) nopTa B CNMCOK SLL-nopTOoB:

acl SSL ports port 443 563 200
acl Safe ports port 80 21 443 447 563 1025-65535 200

Paspewntb ucnonbszoatb MeTog CONNECT npu obpalwieHnm Ha onpenenéHHble Bblille
SSL-nopThbl:

acl CONNECT method CONNECT
http access deny CONNECT !SSL ports
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2. Hactpoikun ana MSProxy

Heobxoanmo ¢ noMoLbio nporpammbl Regedit n3MeHUTb Ha KOMMNbOTEPE C YCTAaHOB/IEHHbIM
MSProxy ogunH n3 knw4en B peectpe Windows:

HKEY LOCAL MACHINE/SYSTEM/CurrentControlSet/Services/W3Proxy/Parameters/SSLPortListM

embers

B cnmcok nopTtoB Heobxoanmo Aob6aBUTb Ucnonb3yembliii NopT (HanpuMep, 200). Ecnu BkaoyeH
KOHTpONb AocTyna ansa cepsmca «Web Proxy», To ans npotokona «Secure» Hy>XHO A06aBUTb
rpynny «Everyone». B XXypHanax cepBuca 3Tn coeanHeHuns 6yayT permcTpupoBaTbCs Kak

OT MoJib30BaTess «anonymous».

1.10 YcTaHOB/IeHue coeauHEeHUA C cepBepoM

1. HaxmuTe KHOMKY ™ Ha NaHenn MHCTPYMEHTOB NN60 BbiGepuTe NyHKT MEHIO
Cucrema/YCcTaHOBUTb COEAMHEHME.... TaKXKe MOXHO MCMNO0/Ib30BaTb KOMOMHALWNIO KNaBuULL
«Ctrl»+«Q».

2. [pu ncnonb3oBaHUM KpunTonpoBaaepa MP ¢ XpaHEHMEM CEKPETHOro KJtoya B
Heun3B/ieKaeMoln NamaTu BCTaBbTe KtoUeBon HocuTenb. CoeanMHeHMe C CepBEPOM YCTaHOBUTCSA
aBTOMaTU4eCKMU.

3. [llpu ncnonb3osaHnun kpuntonposanaepoB Qrypto32, MP unn OpenSSL (co cxemomn
ayTeHTMdmKaumm «B JOMEHE MO MMEHWN N NApOoo» UM «NO MMEHM M NapOoJIto») HaCTpounTe
napameTpbl coeAMHEHUS B OKHe «NaeHTndunkaums nonb3oBatensa»:

WaeHTudnkauma none3ceatena

KRIS5 [192.168.37.171:9500] v

|||-1I‘.Iﬂ NONB30EATENA |

| napone ru |D

| [ 3anomuuTe nma Bxog OTnMeHa

BbibepuTe TpebyeMoe coeanHeHne. PekoMeHaaumm no Bbi6opy NpeanoyYTUTEIbHOro
COEeAMHEHUNS MOXHO MOJTYYnUTb Y agMUHUCTpaTopa cepeepa cuctembl QUIK.

MNocTtaBnsiemMas B ANCTpUbYTMBE KOHMUIrypaLmsa NporpamMmmbl COAEPXKUT onpeaeneHHbIN
CMMUCOK HacTpPOEHHbIX coeanHeHun. MNMpn HeobXxoANMMOCTN MOXHO A06aBNATL/yAaNAaTb
coeanHeHUs NMbo U3MEeHATb X HAcTporku (CcM. M. ).

Beeaute nmsa nonb3osatens (login), ykaszaHHOe Npu perncrpaunm Kawya, u naposb

K HeMmy. [pu BBOAE obpallaliTe BHUMaHWE Ha NpaBUbHOCTb Bblbopa perucrpa
KfaBnaTypbl U 93blka, B KOHLUE CTPOKM oTobpaxkaeTcs 6yKBEHHbIN KOA packnagku

n pexxnMma Beoaa 6yks, npu HaxkxaTton knasuwe Caps Lock koA packnagku
oTobpaxkaetca nponucHbiMm 6ykBamu (Hanpmumep, RU/EN). YTobbl nokasaTtb / CKpbITb
Nnaposib HAXXMUTE Ha 3HAYOK «rnas» @ / ¥, [Maponb MOXET 6bITb MU3MEHeH, noapobHee
CM. B M.
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Ecnun BkNOYEH NMpu3HaK «3anoMHUTbL UMSA», TO MpU CnefyweM OTKpbITUM Ananora
none «MMa nonb3oBaTensa» aBTOMAaTUYECKM 3aMNOJIHUTCA NpeabiayLnM BBEAEHHbIM
3Ha4yeHuneM.
3HauyeHue nons «NMsa nonb3oBaTensa>» 3aNnOMMHaAETCA NpU HaXkaTum
KHONKKN «Bxopg>».

Haxxmute «Bxog». B cnydae ycnewHoro coeguHeHns Ha 3KpaHe rnosBuTcs
COOTBETCTBYHOLEe coobLieHMe C AaHHbIMM O nMpeabiaywem Bxoae (Aata, spems, IP-
aapec). O BO3MOXHbIX OWIMBKax CM. «CoobLeHuns 06 owmnbkax».

4. lpw ncnonb3oBaHun KpuntonpoBangepa MultiPurpose nnm OpenSSL (co cxemom
ayTeHTMduMKaumm «no ceptTudurKaTy Nosb3oBaTeNs» ) HACTPOMTE NapaMeTpbl COeaNHEHNS
B OKHe «YCTaHOBKa CETEBOro COeaMHEHUS» :

¥CTaHOBKAE CETEBOTC COELUHEHWA e

D-TEST [192.161.26.12:15000] ~

WnepoBaTe gaHHeRE ¢ nomMowemn CE.3H:

| OpenSSL_Provider |

Henonesoeare HacTpoBkK Uz daiina:

| D:\Front_140penSSL_Pr.ini | BT

Eeon OTraeHa Crpaexa

BbibepuTe Tpebyemoe coegnHeHne. PekoMmeHgaunm no Bbibopy npeanoyTUTENbHOIO
COeAMHEHNS MOXHO NOSYyYUTb Y agMUHUCTpaTopa cepsepa cucrtembl QUIK.

MNocTtaBnsiemMas B ANCTpUbYTMBE KOHMUIrypaLmsa NporpamMmmbl COAEPXKUT onpeaeneHHbIN
CMNCOK HACTPOEHHbIX coeanHeHni. NMpn HeEObXoANMOCTN MOXHO A06aBNATL/yAaNATb
coeanHeHns NMb0o U3MEeHATb UX HACTPOMKK (CM. M. ).

HanMeHoBaHue kpunTonpoBanaepa (CMCTeMbl KpunTorpaduyeckon 3awmThl
MHOpMaUKnn), NCNob3yeMOoro nNpu wudpoBaHmu, nNponmcaHo B nose «LWundposaTtb
AaHHble ¢ nomowbio CK3M». B none «Mcnonb3oBaTb HACTPOMKU U3 danna» yKaxuTte
NyTb M HAUMMeHOBaHMe dalina HacTpoek AaHHOro Kpunrtonposargepa nmbo BoibepuTte
dann ¢ NOMOLLbIO KHOMKK «...».

Haxxmute «BBoa». B cnyyae ycnewHoro coeaAnHeHns Ha 3KpaHe nossuTcsa cooblieHune
cucteMbl «CoegmMHeHue ycTaHoBNeHOo». O BO3MOXHbIX OwMbKax CM.
«CoobueHnsa o6 owmnbrax».

YTO6bI OTK/IIOUMUTLCA OT CepBEPA, HAXMUTE KHOMKY & HA NaHeNn MHCTpyMeHToB 6o Bbibepute
NYHKT MeHi0 Cuctema/Pa3opBaTb cOeANHEHME.... TakXXe MOXHO UCMosib30BaTh KOMBUHaLMIO
Knasuw «Alt»+«Q».

1.10.1 NU3MeHeHMe napons
Onanor nsmeHeHmns Naposisd OTKpbIBaeTCA:
Mpwu Bbi6Ope NyHkTa MeHI0 CepBUCbl/ USMEeHUTb NapoJib. [yHKT MEHIO AOCTYyMNeH npwu

yCTaHOBNEHHOM coeauHeHunn ¢ cepeepoM QUIK, ecnun ncnonb3yetcsa kpuntonposangep MP
nnn OpenSSL co cxemor ayTeHTudUKaumMn «no MMEHU 1 NapoaK».
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Mo ncreyeHnn cpoka AencTeusa napons, nnbo ecnm Ha cepBepe B HAaCTpoMKax Mosib3oBaTens
BKJIIOUEH NMpu3Hak «TpeboBaTb CMeHbl Maponsa Npu CleaylLweM Bxoae», nocne BBoaa
TeKyLero MMeHn nosib3oBaTtesns U napons.

V=menenune napons =
user(]
napob en| O
HOELIM NAPOAb en| o
NOATEEPHIEHNE NAPOS en| O
VEmenums Ormena

B onanore «A3mMeHeHue naponsa» Heobxoanmo YKa3aTb 3Ha4YeHNA cneayruwmnx napaMeTpoB:

1. MNpun BBOAE O6pallaiiTe BHUMaHME Ha NPaBUIbHOCTb Bbl6opa perucrpa
KJIaBMaTypbl U A3blKa, B KOHL e CTPOKM OoTO6pakaeTcs 6yKBeHHbIW KoA pacKl1agku
M pe>knMma BBoga 6ykB, Nnpn Ha)kaTou knasuwe Caps Lock koa packiagku
oTo6parkaeTca NponUCHbIMN 6ykBamMun (HanpuMep: aHIMUMUCKasa packnagka
C Ha>kaTou knaBuwen Caps Lock 6yaer oto6pakatbca 3HaueHneMm «EN>» cnpaBa
B rnoJsie BBoAa NapoJia, a pycckasa packysagka 6es knasuwum Caps Lock 6yaer
oTO6parkaTbCA 3HAYEHUEM «ru>).

2. Y7106bI NOKa3aTb / CKPbITb NAapPOJib HAXKMUTE HA 3HAUOK «rnas» & [/ &

«Maposib» — TEKYLLWUI Naposib Nosb30BaTens;
«HOBBbI Naposib» — HOBbI Naposib NONb30BaTENS;
«MnoATBEpPXAEHNE Naponsi» — NOBTOPHbIM BBOA HOBOIro Napons Ans NOATBEPKAEHUS.

CMeHa TeKyllero napons Ha HOBbIN MPOM3BOANTCA MPU HaXXaTuUM KHOMNKU «N3MeHnTL>.

BAXKHO! NMpu HaxxaTmM Ha KHOMNKY «A3MeHUTb>» BbINOJIHAETCA aBTOMaTU4YeckKoe
nepenoaknroyeHue Kk cepsepy QUIK.

1.11 MOHUTOPUHI COCTOSAHUA COeaAUHEHMUSA

KOHTpO/1b CBA3UM C CEPBEPOM OCYLLECTB/ISAETCH HECKOIbKUMU cnocobamu:

1. UHANKaATOpP COCTOAHUA COeAVUHEHMUSA C CEPBEPOM PACIMOJIOXKEH B MPaBOM Yy CTPOKMU
cocTosiHusA. OTobparkaeT AaTy TOProB, AaHHbIE MO KOTOPbIM NpUHUMatoTcs ¢ cepepa QUIK
(HanpuMep, NpeabiayLUMe TOpru MOryT BbiTh 3arpy>XeHbl C CEpBEPA YTPOM Cleaylowero AHs).
OTcyTCcTBME AAThl B MHAMKATOPE O3HAYaeT OTCYTCTBME NPUHATLIX AaHHbIX. LIBET MHAMKaTopa
CUMBOJ/IM3UPYET COCTOAHME COEAMHEHUS:

3eneHbin — coeguHeHne yCcTaHoBEHO, AaHHble 0BHOBAAOTCA.
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XenTblh — coeANHEHNE He YCTaHOBMEHO, AaHHble He 06HOBATCA (YKa3aHa AaTa

nocnegHero o6HOBNEHMS AaHHbIX).

2. NHdopMaLUMOHHOE OKHO 0TO6paXaeT NoJsiHbii Habop CTaTUCTUUYECKMX NapaMeTpoB AN

KOHTPO/A 33 COCTOSAHMEM COEAMHEHUNS C CEPBEPOM. HacTpoika OKHA OCYLLECTBASETCA M3 MYyHKTa

MeHio Cucrtema/0O nporpamme/NHPOpMaLUMOHHOE OKHO....

B oTkpbiBLIEMCA OKHE HEO6X0AMMO BbI6paTb CMMCOK M OYEepPeAHOCTb NapaMeTpoB,
oTobpaxkaeMblX B MH(OPMALMOHHOM OKHe. YCTaHOB/EHHbI hnaxok «PaclumpeHHbin Habop»
nobaBnser 4ONONHUTENbHbIE MapaMeTpbl B CIMCOK AOCTYMHbIX NapaMeTpoB:

BrIBEpUTE MHTEPECYHOLIME NapaMETPEI

X

3aronoBOK OKHa | WHdopraumoHHoe okHo

Bepcua nporpammer ~

[ata Toproe JoGaeuTe
Bpema cepeepa
Bpemna nocnegreii sanncn [obGaswTs Bee
Yucno sanucei
MocnegHan 3anuce
Orcraswan sannce YEpate
CoeguHeHne
IP-agpec cepeepa Ounctute
|P-nopT cepeepa

Onncanne COBANHEHNA C CEPE W

Pacwnpentbiil Habop

OTM ena

Bepcwa nporpamms
Bpema nocneaned sanucn
OTCTaBLUIERA 3anKnck
Onucanne cepeepa ﬁh

Cprannsaums
im.

Cnpaeka

Mocne HacTpoWiKM NapaMeTpoB OTKPbIBAETCS MH(POPMALNOHHOE OKHO:

& WhdopmaunonHoe okro EI@
Bepcua nporparmel 6.4.0.115

Bperma nacnenHeR sanyou 11:09:13

OTCcTaewas sanuce 176720

OnucaHWe cepeepa WHdopMauHoHHo-Toproead cictema QUIK
OpraHuWzagma JAO "TectHuBect"'

Tekywee EpemMa 14:10:05

JocTynHble nons MHhOPMaLUMOHHOIO OKHa:

Mone

Ha3HauyeHue

Bepcusa nporpammel

MopaaKoBbIi HOMEp BEPCUM MPOrpaMMbl

[aTa Topros

[aTa npoBefeHnst TOPros, Mo COCTOSAHUIO HA KOTOPYHO MOJTyYeHbl
[laHHble

Bpemsa cepBepa

3HaueHue, KOTOpO€e pacCCynTbiBaeTCAad Ha OCHOBE BpEMEHU
nonyydyeHmna C cepBepa akKTyalJibHbIX AaHHbIX Tabnuubl «Tekywme
TOPpIrn>, (DOpMaT onpeanendeTca HaCTpOVIKaMM OﬂepaLLMOHHOVI
CUCTEMDI

Bpemsa nocneaHei 3anmcu

Bpemsa nony4veHuns c cepeepa nocneaHen sanncu (nopumm
AaHHbIX). dopMaT onpegenseTcs HacTpolKaMum onepauoHHOM
CUCTEMDI
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Mone

Ha3HauyeHue

Yuncno 3anucen

Yncno nonyyveHHbIX C cepBepa 3anucei

MocneaHsasa 3anuncb

Homep nocneagHen nonyyeHHoW 3anumcu

OTcTaBwWwas 3anuchb

Homep nocnegHen noayyeHHOW oTCTaBLlien 3anucu (nocne
06pbIBOB CBSI3U NPOMCXOAUT BOCCTAHOBNIEHNE MPOMYLLEHHbIX
AaHHbIX)

CoeanHeHne

CocTosiHMA: YCTaHOBIEHO/pa3opBaHo

IP-anpec cepsepa

Appec cepsepa QUIK B cetn NHTepHeT

IP-nopT cepBepa

HoMep nopTta anga gocrtyna Kk cepsepy QUIK

OnucaHune coeguMHEHNs C CEpBEPOM

OnucaHune coeaHeHnsa B Cnucke AOCTYMHbIX coeaVHeHnM’

OnwucaHune cepsepa

Nma cepBepa

Monb3oBaTtenb

NMs nonb3oBaTens (yKasblBaeTCs Npu perucrpauum 4ocTyna)

OpraHusauus

OpraHusaumsa nonb3oBaTensa (yKasblBaeTCsl Npu perncrpaunm
aocryna)

Tekyuwee BpeMs

Bpems Ha koMnbloTepe nonb3oBaTens. dopmat onpegensercs
HacTponkKaMn onepaumoHHON CUCTEMbI

Bpemsa Ha cBs3un

MpoaonkKnTenbHOCTb CeaHca CBA3M C cepBepoM. dopmaTt
onpeaensieTcs HacTpoMkaMm onepaumMoHHON CUCTEMDBI

*
NoeHTudunkaTop ceccmm

YHUKasbHbIA UAeHTUhUKATOP ceccun

*
Koa nonb3oBaTtens

Koa nonb3oBaTtens Ha cepsepe QUIK

*
3aHAaTO NamMaTu

3ape3epBMpoBaHO, HE UCMOSb3yeTcs

" MepenaHo coobueHumn

KonnuyecTBo nepeaaHHbIX 3anuncem

* o
MepenaHo Bcero 6anT

O6wunii 06beM ncxoasiwero Tpaduka 3a ceaHC CBSA3U

* ~
MepenaHo nonesHbix 6anT

MonesHbih 06beM ncxoasawero Tpaduka 3a CeaHc CBA3U

%
MepenaHo 3a cekyHay

0O6beM aaHHbIX B 6aTax, NnepenaHHbI 3a NOCNEAHIO CEKYHAY

* ~
MpuHATO coobeHnmn

KonmMuyecTBo NpUHSITbIX 3anucei

* o
MPUHATO NONesHbIX 6anT

MonesHbIi 06beM BxoasLLEro Tpaq)VIKa 3a CeaHC CBA3Un

* ~
MpuHaTO BCero 6anT

06w 06bem BxoasLero Tpadmrka 3a ceaHC CBA3M

" MpuHsiTo 3a cekyHay

O6beM gaHHbIX B 6aTax, MPUHATBIN 3@ NOCEAHIO CEKYHAY
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Mone

Ha3HauyeHue

3
CpeaHss CKOpoCTb nepefayu

0O6beM nepenaHHbIX AaHHbIX B 6anTax, pa3aeneHHbI Ha BpeMms
Ha CBA3M, B CEKyHAAX

3
CpeaHss CKOpoCTb NpueMa

O6bEM NpUHATBLIX AaHHbIX B 6aliTax, pa3aeneHHbIi Ha BPEMS Ha
CBSA3M B CEKyHAaX

* K .
Bpemsa nocneaHeit NnpoBepku
CBS3M

Bpems nociieaHero BbIMOMHEHMS 3aMepa 3a4epXXKU AaHHbIX
koMmaHgon PING. ®opmaT onpenensieTcss HacTpomkamm
onepaumoHHON CUCTEMBI

b 3 3
3aAepiKKa AaHHbIX Npy obMeHe

C cepBepomM

lMocnegHee nony4vyeHHoe 3Ha4YeHMe 3aepXKU AaHHbIX, B CEKYHAAX

o CpeaHasa 3agepxKa AaHHbIX

CpefHsis BeIMUMHA 3a4epXXKN AaHHbIX 3@ BPEMS TEKYLLEro ceaHca
CBSI3M,
B CEeKyHAax

* »
BpeMs MakcMManbHOW 3aZepxKu

BpemMsa nosiBneHus MaKCMManbHoOM 3a4€PXKN OAaHHbIX B TEKYLUEM
CceaHcCe CBA3n

*
MakcuManbHasa 3agepxka

AdHHbIX

MakcuManbHas BeIMunMHa 3aepXXKM B TEKYLLEM CEaHCe CBSI3MU,
B CEeKyHAax

*x
KoHBepTaumsa cMMBONOB

lMpn3HaK KOHBepTaunn AaHHbIX, NoslydaeMblix ¢ cepeepa QUIK
13 koanposkun CP866 B koamposky CP1251 BO3MOXHble
3Ha4YeHus:

«[da»;
«HeT»

* "
Mo3numii No AeHbram

KonnyecTBo AeHexXHbIX CpeacTB

* ~
Mo3unumnii Mo MHCTPYMEHTaM

KonM4yecTBo MHCTPYMEHTOB

* o
@dbloyepCcHbIX OrpaHUYEHUI

Konunyectso orpaHuyeHunii no dblovepcam

* v
ObOYEpPCHbIX NO3ULUMIK

KonnyecTtso no3vuuin no geroyepcam

*
TopFOBbIX c4yeToB

KonnyecTBo TOproBbiX CHETOB

*
3asBoK

KonnyecTtBo 3asBOK

) Coenok

KonwnyecTtso caenok

* ~
- paclUMpeHHbI HAabop AaHHbIX

*
- MapaMeTpbl NPOBEPKU CBA3N C CEpBEPOM, CM. .
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a
3. NHaukatop «lMoe3pn>» =88=
CneBa Ha naHenu MHCTPYMEHTOB OTobpaXxaeTcs aHUMaLUMOHHbIM MHAMKATOpP B BUAe
ABMXyLLlerocs noesaa. [Bm>xeHne noesna o3HavaeT NoCTyrnjieHne AaHHbIX C cepBepa.
Ecnu noesa CTouT, 3HAYUT, HOBbIE AAHHbIE HE MOCTYNalT, BO3MOXHa npobsemMa cBSA3un
C cepBepoM. Ecnm coeanHeHmne He yCTaHOB/EHO, TO Noe3 Ha KapTUHKe OTCYTCTBYET.

1.12 Bepcun KOMNOHEHTOB M MNJIarMHOB

MeHio Cuctema/O nporpamme/KOMMNOHEHTbI...

1.12.1 Ha3HauyeHue

B Avanore coaepXuTtcsa nHGOopMaLnsa 0 KOMMOHEHTAxX W NaarnMHax MCrnosib3yeMoit Bepcuu
NporpaMmbil.

1.12.2 dopmMmat Tabnumubl

Kaxxgasi cTpoka Tabnnubl COOTBETCTBYET OTAE/IbHOMY KOMMOHEHTY/NiarnHy. B ctonbuax Tabnuupbl
oTobpakalTcsa creayolmne napameTpsbi:

HazBaHue nonsa 3HauyeHue
CocTosHue CocTosHue KOMﬂOHeHTa/I'IJ'IaFVIHa. Bo3MOX>Hble 3HAUYEeHUSN:
_ <<3a|'py>KEH>> — BKJZTKOYEH MNMOJ1b30BaTENIEM, 3arpyXeH TepMnMHaIoOM
n paboTtaert;
_ «BblkntoyeH» — He 3arpyxaetca TeEpMUHAJZIOM, TaK KaK BbIKJTlO4HEH
Nnos1b30BaTeEJIEM,

«OTKa3» — BKJIOYEH MOJsIb30BaTE/IEM, HO MPU 3arpy3Ke TEPMUHANOM
npousoLuna owmnbka (Hanpumep, KOHUYUIUCL NIMLIEH3UM Ha cepBepe),
N B TEKYLLNIA MOMEHT OH He paboTaeTt

Ha3BaHWe KOMMOHEHTA Ha3BaHne KoMMoHeHTa/nnarnHa

Bepcusa Bepcus KoMnoHeHTa/nnarmHa
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p
Bepcuu KOMNOHEHTOE W NAAMMHOS [—Ehj

CocTodHue HaseaHWe KOMNOHEHTA Bepcua
JarpyseH Dde2Excel_Pr.di 1042
Jarpyser info.exe 710,205
JarpyxeH it dll 2.0.0.2
Jarpysxer lang_res.dll 7.1.0.203
Jarpysed QChart.dll 9.2.0.22
JarpyseH Qetrlsdll 1.4.0.40
Jarpyser QHotkey.dll 1.0.2.3
Jarpyxer QHtmIRep.dil 1201
Jarpysxer QList.dll 27038
Jarpysed Qrdargin.dil 20,412
Jarpywed QPile.dll 5.0,4.92
JarpyseH Qryptodd.dil 5.0.L4
JarpysxeH Qryptod2_Prdll 40,18
Jarpysxer SecProvwdll 4111
Jarpyxed wt_cle.dll 12.0.2.6
Jarpysed uvt_dtcp.dll 12.0.2.6
¥ ZarpyseH qlua.dll 23303

C nomoubo cbna>|<|<a B KOJIOHKe «COoCTOosiIHMEe» Mosib30BaTes/lb MOXET BKAOYNTb UK OTKIOUNTD
MCnosab30oBaHMe onpeaeneHHoro naarnHa. Npu oTKAYEeHUN naarnHa ero MeH yaanseTcs, a OKHa
3aKpblBalOTCA U HE BOCCTaHAB/INBAOTCA aBTOMaTUYECKU NPpUN nocneayrLweM BKJIKYEHNN.

1.13 O6HOBNEHNE BEPCUUN NPOrpaMmMmbl

1.13.1 ABTOMaTnyeckoe o6HoBNeHHue

Cunctema QUIK nMeeT BCTPOEHHbIN MEXAHM3M aBTOMaTnyeckoro o6HOBNEHUS BEPCUN NPOrpaMMBbl.
Mpn coeagMHEHMN NpOrpaMMbl KIIMEHTa C CEpBEPOM CUCTEMbI MPOU3BOANTCHA CBEpPKa MoAyeNn
nporpaMMbl U UX BEPCUIN Ha KOMMbIOTEPE K/AMEHTA C 3TallOHHOW KOHMUrypaumen, pasMeLleHHon
Ha cepsepe.

Mpn obHapy>XXeHUn Ha cepBepe HOBbIX MOAYNEN NporpaMMma npeasaraeT NpPoM3BeCcTU UX Npuem
N ycTaHoBKYy. TakuMm obpa3om, aAns o6HoBNEHUS NporpaMMbl HET HEO6XOAMMOCTU yCTaHaBNMBaTb
3aHOBO NporpamMmy n3s Anctpunbytuea, 4OCTAaTOYHO NOAYUUTb O6HOBMEHHbIE MOAYNU N NO3BOIUTL
cucteme QUIK yctaHOBUTBL MX. [ANs 3TOr0 HaXXMUTE KHOMKY «[pUHATL dannbl».

Mocne 3arpy3ku ¢aiinoB Ha KOMMNbIOTEP K/MEHTa Ha 3KpaHe NosBUTCA npeanoxeHune
nepesanyctuTb nNporpaMmy, 4Tobbl 3anmcaTtb HOBble dalifibl B3aMeH NpexXHUX. HaxMute KHONKY
«[la». MNocne o6bHOBNEHMS NporpaMMa NpeasoXuT BOCCTAHOBUTbL COeAMHEHME C CEPBEPOM U CHOBA
rotToesa K pabore.

I Ana o6HOBNEHUSA NporpaMMbl Nepe3arpy3ska KoMnbloTepa He TpebyeTco.
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B0O3MOXHOCTb @aBTOMaTMYECKOro 06HOB/IEHUA BEPCMM NPOrPaMMbl MOXKET ObITb OTKITHOUEHA.
Ons aToro Bbibepute NyHKT MeHto Cuctema/HacTpoinkn/OCHOBHbIE HAaCTPOMKM..., pasaen
«[porpamma», cHUMuTE dnaxxok «O6HOBNSATL BEPCUIO MPOrpaMMbI» .

1.13.2 3anyck O6HOB/IEHUA BPY4YHYHO

O6HoBEHME BEPCMWN NMPOrpaMMbl MOXHO 3aMyCTUTb BPYUYHYHO, BbiIOpaB NMyHKT MEHO
Cucrema/0O nporpamme/lNpoBepntb 06HOBJ/IEHNE NPOrpaMmbl.

1.14 NonyueHue pannos

MexaHun3M 06HOBNEHUS BEPCUM NPOrpamMMbl MOXET 6bITb NCNOMb30BaH AN nepegayu

OT aAMWHUCTPaTOpa CUCTEMbI ee NoSb30BaTENSM pa3/iNyHbIX daiifoB. 719 3TOro B MEHIO
nporpammbl Cucrema/MonyueHne ¢annoB... NpeaycMoTpeHbl crelmanbHble dalifioBbie
obnactu.

& TMonyyenwne Gainnos [iE-J

Painoean obnacTe

Musnan KomnaHmm Ohwan @ Mporpamma DBHoEMTE

A dhakina Pazmep  MoaydeHo Hoeasa eepoda Tekylaa sepcna CocToAaHKe

Brero 3 dhaiinos 10666291 BaAT BelaeAnTs Bce

Beigeneno I daknoe 0 Bair CHATE BRIGENEHME

TeryLUMA dakn Brero
MpuHATo BanT %
BaiT CropocTe falT/c

s
BpemeHn saTpadero

MpHHsTE Daiiel | Bpemenn ocTanoce

MpekpaTuTe NpKem Jakpeme Cnpaska

1.14.1 HasHaueHue daitnoBbix obnacrei

«JlInyHas» — Ans pasMelleHns JOKYMEHTOB M dalinoB, NpeaHa3HaYeHHbIX TOIbKO AaHHOMY
nonb3oBaTento (HanpuMep, otyeTbl 6pokepa). MpuHATbIE hannbl HaKanNIMBAKTCA B nanke
FILES\PRIVATE pa6ouen aupektopmumn QUIK.

«KoMnaHum» — Ansa pasMelleHns AOKYMEHTOB U (anios, npeaHasHadeHHbIX AN COTPYAHUKOB
KoMnaHun. MpuHatele dalnbl HakannmeatoTca B nanke FILES\COMPANY pa6ouelt agnpekrtopum

QUIK.
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«Obwasn» — onga pasMeweHms anaoB n 4OKYMEHTOB 06LEero nosb30BaHMsl, TakKMX Kak
pernamMeHT okasaHusa ycnyr 6pokepa, Tapudbl, AOKYMeHTaumsa K nporpamme. MNpuHaTtbie dannbl
HakannmeatoTcsa B nanke FILES\PUBLIC pa6ouen gnpektopumn cncrtembl QUIK.

«[porpamma» — anst 06HOBJ/IEHNS BEPCMWN NPOrpaMMbl.

HaxaTtne kHomnkn «O6HOBUTL» MPUBOAUT K MOBTOPHOMY 3amnpocy COCTOSIHUA dainnoBoi obnactu.
Ncnonb3yiiTe ee, ecnv oXxunaaeTe pasMelleHns Kakoro-nm6o daina aaMMHNUCTPATOPOM.

1.14.2 Ha3HaueHue nonei cpamnoBbix obnacrem

«Nmsa danna» - numa danna.

«Pa3smep» - pa3mep daiina B banTax.

«lMony4yeHo» — pa3Mep NoJay4YeHHOM YacTtu danna, B bantax.

«HoBas Bepcus» — Bepcus dainna Ha cepsepe.

«Tekyllaa Bepcua» — Bepcusa daina Ha KoOMMNboTEPE K/IMEHTA.

«CocTosiHMe» — coCTosHMe npuema (ecTb, HeT, ycTtapen, naet npueM, NpuHNT).

1.14.3 Mpuem daiina

YT06bl NPUHATE pann, HY>KHO BblIbpaTb ero HaxaTmem NeBON KHOMKWU MbliwK. BeibpaHHble dannbl
NoMeyaloTCsa KpacHbIM LBeToM. Monsa «Bcero» n «BbiaeneHo» nHMOPMUPYIOT O KonnvecTse
AOCTYMHbIX N 3aKa3aHHbIX K MOSYYEHWUIO AAHHBbIX.

Haxxmute kKHoNKy «[puHATL dannbl» Ana nonyvyeHusa dannos. Pasgensl «Tekywunin dann»
n «Bcero» otobpaxatoT COCTOSsHME NpuemMa AaHHbIX. Npouecc NonyYeHns 3asepluaeTcs
aBTOMATMYECKWN, MO3TOMY MOXHO 3aKpbITb 3TO OKHO HaXaTMeM KHOMKWU «3aKpbITb».

Mpn Heo6X0AMMOCTN MOXHO Bbl3BaTb OKHO «[lonyyeHne dainnos» N3 MEHIO NpOrpaMmbl

N OCTAHOBUTb NMPUEM HaXaTUeEM KHOMKK «lpekpaTuTb npuem».

Mpoueaypa nonyueHuna ¢aiisioB oCyLeCTBNSETCA B ()OHOBOM peXXMMe U He BNUsieT
Ha onepaTUBHOCTb NoJslyuyeHua 6uprxxeBo MHpOpMaLuumn BO BpeEMS TOPros.

OaHako, Npu pa6oTe NoO KaHasaM CBSA3U C HU3KOW NPONYCKHOW CNOCO6HOCTbIO
npouecc MOXeT 3aHATb AOCTAaTOYHO MHOIro BpeMeHU. B Takux cnyuasx
pekoMeHAyeTCca NPpou3BOoAUTbL NoslyyeHue ¢aiinoB nM6o nepen HauasioM TOProBom
ceccum, nM6o nocsie ee OKOHYaHUS.

AAMMHUCTPATOP CUCTEMbI MOXXET BBECTU OrpaHUUEHME Ha Nepuo] BpEMEHM

B TeUEeHMe CYyTOK, Koraa BO3MOXXHO nosnyuyeHue ¢hannos.
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Mpuno)xxeHue 1. CoobuweHnn 06 owunbkax

Own6KM Npu BBOAE MMEHU U Napons

1.

«®ann c knvYaMmnm He HanageH»

Mporpamme He yganocb obHapyxuTb dann c KN4YamMu, ykasaHHbll B qrypto.cfg. Ecnn
KJHOUM XPaHSATCS Ha K/O4YeBOM HocuTene, ybeamtecb, YTO OH BCTaBJIEH B KOMMbIOTEP.

Ecnn knoum XpaHAaTCs He Ha K4YeBOM HocuTene, ybeamTecb, YTO OHU AOCTYMHbI AN
YTEHUSA MO aapecy, YKa3zaHHOMY B paspaene «[llporpamMma» / «lLndpoBaHne» nyHkTa
MeHto nporpamMmbl Cuctema/HacTtpoiikn/OCHOBHbIEe HAaCTPOMKM....

B OTKpbIBLLEMCSA OKHE HY>XHO HaXaTb KHOMKY «HaCTponKuM Mo yMoN4YaHUIO» N HanTK
cTpokun «®ann c nybnmyHbIMKN KtoHYamMn» n «darn C CEKPETHbIMM Kto4YamMu». Ecnm atu
CTPOKM He yKasaHbl, TO CUCTEMA MO YMOJIYaHMIO ULLET (ainbl C KIoYaMu Ha amcke A:.
MyTb K dhanny He fo/KeH coaepxaTb NpobenoB U pyccknx 6yks. M3MeHATb 3TU
HaCTPOMKM MOXHO TONIbKO MpPW OTCYTCTBUK coeamHeHuns ¢ cepsepom QUIK.

MoBpexaeH K4YeBon HocuTenb N1Mb60 dain ¢ kn4damm. Ncnonb3oBaHMe Kitoua
HEBO3MOXHO, HEO6X0AMMO 3aHOBO CO34aTb W 3aperncTpupoBaTh Ha cepBepe Koy
pocryna.

«Kntou cepeepa nnum nonb3oBaTtens He HangeH»
B danne nybnnuHbeix kntoden pubring.txk otcyTcTByeT nybnnyHbIN KOY cepBepa
C naeHTndrKaToOpoOM, YKasaHHbIM B HACTpOMKax BbIBpaHHOro cCoeanHEeHMs.

B danne cekpeTHbix Kto4en secring.txk oTcyTCcTBYeT CeKpeTHbIN K/toY Nosib30BaTens,
COOTBGTCTBytOLLl,VIVI BBEAEHHOMY NMEHMWN.

«Owwunbka BBOAA-BbIBOAA NMpU obpalieHun K danny c Knyamm»

Owwunbka obpalleHuns K canny ¢ kaovamn. Bo3MOXHO, 3anpelleH A40CTyn K danny.

«YKa3zaHo HeBepHoe uM4A danna ¢ Karvamm»

B danne HacTpoek grypto.cfg ykazaHo HeBepHoe umsa danna.

«HeBepHbIN KoY B hanne ¢ Kayamm»

OAVH U3 KJloYen AoCTyna, yKasaHHbIX B danne qrypto.cfg, nmeet HeBepHbIi dopmaT
nnbo nospexaeH. Heob6xoanmo co3paTh M 3aperncTpupoBaTh KOUYM 3aHOBO.

HeBepHbin naponb (Wrong password)
BBeaeH HeBepHbI Naponb. YA0CTOBEPbLTECH, YTO Nap0J/lb BBOAUTCS MpU NMpaBuU/IbHOM
perucTpe 1 a3blke, 1 NOBTOPUTE BBOA.

«Owunbka wndpoBaHus N ..»
Mpomnsowna owmnbka wudposaHma. MNMpu NosaBNEHUN faHHON owMBKKM oTnpaBbTe

CHMMOK 3KpaHa (screenshot) B Cnyx6y TexHunuyeckon nogaepxkm QUIK -
quiksupport@argatech.com.
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OWKn6KN NpU YCTAaHOBJIEHUU CBA3U C CEPBEPOM

1.

«CoeiIMHEHWE YCTaHOBUTb He yaanocb»

YKasaHHble B napameTpax coeamHeHus IP-agpec n nopT AOCTYMHbI C KOMMbOTEpa,
Ha KOTOpoM 3anyuieHo Pabouee mecto QUIK, Ho cepBep QUIK c TakmMm napamMmeTpamu
He 3anyweH. ObpaTtutechk K agaMuUHMUcTpaTopy cucrembl QUIK.

B 6a3e cepBepa QUIK He HaliaeH nonb3oBaTeNlb C yKa3aHHbIM K/lOUOM, obpaTuTech
K agMnHucTpatopy cmctembl QUIK.

«Connection refused» (CoeanMHeHne OTBEPrHyTO)

YKasaHHble B NapaMeTpax coeanHeHus IP-agpec v nopT AOCTYMHbI C KOMMObKOTEPA,
Ha KOTOpoM 3anyweHo Pabouee mecto QUIK, Ho cepBepoM QUIK He obcnyxuatoTcs.
O6patuTtech K agMuHucTpatopy cuctembl QUIK.

«No Route to Host» (HeT BO3MOXHOCTU MOAKIOUYEHUSA K CEPBEPY)

YKasaHHble B napameTpax coeamHeHusa IP-agpec n nopT HeAOCTYMHbl C KOMMNbOTEPa,
Ha KOTOopoM 3anylweHo Pabouee mecto QUIK. O6paTtutech K CBOEMY aAMUHUCTPATOpPY
CeTn ANns HacTpounkm coeamHeHuns c cepeepom QUIK.

«You already work in system» (Bbl yxe paboTaeTte B cucreme)

CepBep He gonyckaeT ogHOBpeMeHHY0 paboTy ABYyX nonb3oBaTenen ¢ 0 AMHAKOBbIMU
KnYamm goctyna. Ecnm takoe coobuieHune nosyvyeHo npu BOCCTaHOBAEHUM
coeanHeHusa nocne obpeiBa (Hanbonee BEPOATHO NMPU MOAEMHOM COEAUHEHUN),

TO AOCTaTOYHO MOBTOPUTb MOMbITKY Yepe3 HECKO/IbKO CeKYHA, Koraa cepsep
npekpaTut 06paboTKy npeablaywero CoeAnHeHUS.

Ecnu coobuieHune nonyyeHo nNpu NepBoM CeaHce CBA3M C cepBepoM, 0bpaTuTech
K aAMUHUCTPATOPY CUCTEMBI.

«License expired» (Cpok NMUEH3UN NUCTEK)

NcTeKk CpoK AEeNCTBUS TULEH3NM Ha MOoJsib30BaHMe TepMuHanoM cuctemol QUIK.
Ob6paTtuTtecb K agMUHUCTpaTopy cepBepa QUIK ans npoanernus gocryna.

«Access locked by administrator» (JocTyn 3abnoknposaH agMUHUCTPATOPOM)

Monb3oBaTenbCckas yyeTHasa 3anucb nmbo ip-agpec 3abnokmpoBaHsbl
aaMunHucTpatopoM. ObpaTtuTech K agMmMHUCTpaTopy cepsepa QUIK.

«Protocol error» nnn «Outdated protocol version» nnn «Incorrect protocol version»
nnu «Unsupported protocol» (HecooTBeTcTBylOLWas Bepcus NpoToKona)

CepBep He nogaepxubaeT paboTy ¢ paboymMM MeCcToM KNMeHTa AaHHON BEpPCUU.
Crapeble Bepcumn pabouero mecta QUIK coBMeCTMMbl C HOBbIMW BEPCUAMU CEPBEPHOM
4yacTu, 04HaKO COBMECTUMOCTb HOBbIX BEPCUI KIIMEHTCKOro TeEpMUHana

C NpeabiaywuMmn BepCusaMmn cepBepa He rapaHTupyeTcs.

Ucnonb3yinTe aBTOMaTUUEeckoe o6HOBIEHME BEPCUM NPOrpamMmbl (NMYHKT MEHIO
Cucrema/O nporpamme/lNpoBepntb 06HOBJIEHME NporpaMmbl). B 3ToM cnyuae
COBMECTMMOCTb Bepcuin obecneveHa.

8. «Unknown provider» (Hen3BecTHbIlA KpunTonpoBanaep)
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HacTponku cncremsbl WngpoBaHMS NPorpamMmMmbl KIMEHTA HE COOTBETCTBYIOT
npUMeHsieMbIM Ha gaHHoM cepBepe QUIK. M3aMeHnTe HaAaCTPOMKN B COOTBETCTBUM
C pekoMeHAaumaMm agMMHUCTpaTopa cepeepa.

9. «Certificate parts corrupted» (CepTudunkart nospexaeH)

HeB0O3MOXXHO MCMNO/b30BaTb AAaHHbIN cepTUdMKaT NOACUCTEMbI KpUnTorpadunyeckom
3aWwmnTbl MHGopMaumn. ObpaTmTech 3a NMOMOLLbLI K agMUHUCTPATOPY cepBepa.

10.«User not found» (lMonb3oBaTenb He HANAEH)

Mpwn SSL-aBTOpU3aUMKM He HalaeH nosb3oBaTenb. ObpaTuTech 3a NOMOLLbIO
K agMUHUCTpaTopy cepsepa.

11.«Error while context creation»

Owwunbka B Npoueaype ayteHTUdmnkaunm. Coobwmnrte 06 owmnbke agMMHUCTpATOpPY
cepBepa C yKa3zaHMEM MCNO/b3yEMON CUCTEMbI KpunTorpaduyeckomn 3awmnThl
nHdopMaunm.

Owunbku npm paborte c nporpaMmMomn
1. «Connection timed out» (CoeanHeHue pa3zopBaHO)

CoeaviHeHMe nNpepBaHO M3-3a MNJIOXOr0 KayecTsa CBA3W. YCTAaHOBUTE CBA3b CHOBA.
Ecnn pa3pbiBbl CBA3M CNy4arloTCcs 4acTo, MPOKOHCYIbTUPYNTECH C aAMUHUCTPATOPOM
cepsepa QUIK HacueT npaBU/IbHOCTN HAacTpPOeEK CUCTeMbI M BbibOpa npoBanaepa.

2. «Connection reset by peer» (lMoTepsHO coegnHeHne C cepBepomMm)

CoeanHeHne C cepBepoM NnoTepsiHo. MonblTalTech YCTAaHOBUTL CBA3b CHOBA.
Mpoun3oLwno aBToMaTUUYECKOE OTK/IIOUYEHNE MOJb30BaTeNei N0 OKOHYaHMM TOProB..

3. «HeB0O3MOXHO 3anmcaTb HAaCTPOWKK coeanHeHus B dalin HacTpoek <nyTb K danny>info.ini»

®ann nMmeet atpubyT «ToNbKO ANa uTeHus». Ybepute sToT aTpnbyT y danna.

MNMonb3oBaTeNlb HE UMEET MpaBa Ha 3amnucb B AUPEKTOPUIO, FAe YCTaHOB/EHA
nporpamMma. MNonpocuTe CUCTEMHOrO aAMUHUCTPATOpPa PaspeLlnTb 3anncb B YKa3aHHYIO
ONPEKTOPUIO.

dann 3aHaT gpyron nporpammon. Yéeaurtechb, 4to daiin info.ini He OTKpPbIT B KaKon-
nnbo nporpamMMe, HanpuMep, TEKCTOBOM pedaKTope.

4. lporpaMMa 3anycKaeTcsl, HO 3aTeM BblAaeT OWNBKY 1 NpeKkpallaeT paboTy

Mponsowno HapyLweHne LenoCTHOCTU NPUHATBLIX AaHHbIX. HeobxoamMo yaanute dann
info.log n3 aupekTopuu ¢ yctaHosneHHon cuctemon QUIK n 3anycTtuTb NnporpamMmmy
3aHOBO.

Mpoun3sowno HeKoppekTHoe obHOBeHWe Bepcun nporpammbl. Heob6xoammo
BOCCTAHOBWUTb NpeablayLlee COCTOsHME cucTeMbl. B paboueit AnpekTopmumn CUCTEMbI
QUIK HanguTe gupektopuio «BACKUP». B Hel pacnonoxeHbl NoganpeKkTopun

C nMmeHamn popmata <AOAMMITTT>, rae <A4> - uncno, <MM> - mecsuy, a <ITTr> -
rogd AaTbl 06HOBNEHUS. Bbibepute aMpekToputo C AaTorn nocneaHero o6HOBNEHUS

N ckonupymnTe BCe hainbl n3 Hee B pabouyto anpektoputo QUIK, nocne yero
3anycTuTe NporpaMMy 3aHOBO.

Mpounzowen cb6om B paboTte cuctembl. ObpaTutecsk K agMmHMUcTpaTopy cuctembl QUIK.
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MpunoxxeHue 2. NMNpuMmep nonyuyeHus ceprudpumkara
yepe3 web-nHtepdenc yanocroeepsaoulero LeHTpa

1. OtkponTte Internet Explorer (koppekTHas paboTta no nony4yeHuto cepTudukaTa rapaHTMpoBaHa
TONbKO B AaHHOM 6pay3epe).

2. BcraBbTe B CTPOKY aapeca CCbIJIKY, NOJy4YeHHY0 oT 6pokepa. B OTKpbIBLIEMCS OKHE A/
BbibOpa 3a4a4y OTMETbTE rasioMKamMy 3HaYEeHUs!, YKa3aHHble Ha CKPUHLIOTaXx:

[ EN Anrnmincranis (CHIA) 2
a@lé‘ http:// pe-vber-old/ Certsry/ 0 - & X |[ @ Microsoft Certificate Services ‘ |
% Haiii: [ na_al | Hasaa Janee |[F) Mapamerper ~ |
Microsoft Certificate Services — VBer Test CA Home
Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you will be able

to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more depending upon the type of
certificate you request.

Select a task:
@ Retrieve the CA certificate or certificate revocation list
© Request a certificate
© Check on a pending certificate

- — ——— —— e EN Ancniickait (CILA) 7)Cnpaska o

a‘. )@ witpu/pe-vher-old Cetsn/certcarcasp £ - & X || @ Microsott Cericate serviees x || G

% Haitru: | na_all | Hasag fanee | 7] Napamerpur ~ |

Microsoft Certificate Services — VBer Test CA

Home

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority.

It is not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the CA
certification path will be installed for you automatically.

Choose file to download:
CA Certificate:

© DER encoded or © Base 64 encoded

Download CA certificate
Download CA certification path

Download latest certificate revocation list
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Ceptudurar
lt

OBwme |CocraB | MyTe cepTMdMKaLMM|

2 g CeenexHun o cepTudmKaTte |

371oT ceprndMKaT NnpegHasHavYaeTca ona:

* BCe NOAMTHKK BblAE4M I
| * BCe NOAMTHKKA NPMMEHEHWA

Homy BBIgaH: VBer Test CA
Hewm Boigan: WBer Test CA

Aeitcteurenen ¢ 26, 11, 2012 no 27, 11, 2014

[YCI'EHOBHTI: CEpTHCbMKET. - ] 33ABNEHWE NOCTABLULMKS

MogpobHee o o

|

YcTaHoBUTE cepTUdMKaT YAOCTOBEPSIIOLLEro LeHTpa C MOMOLbo MacTepa MMNopTa
cepTndunKaToB, BbibpaB XpaHunmue «[loBepeHHble KOPHEBbIE LLEHTPbI CEPTUDUKALNNS.

CepTuduKaT yAOCTOBEPSIOWEro LeHTpa yCTaHOBEH. [lanee ycTaHOBUTE cepTUdUKAT KIMEHTa:

. — ————— et s [ P ST
a@kg https//pe-vber-old/ Certsrv/

L-rox H (& Microsoft Certificate Services
| Hasaa Janee | (7] Napamerper =

> Haiiru: [ na_all

Microsoft Certificate Services — VBer Test CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you will be able
to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more depending upon the type of
certificate you request.
Select a task:

© Retrieve the CA certificate or certificate revocation list

® Request a certificate

© Check on a pending certificate
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OTMeTbTe rasioukamMu 3HaveHus, YKa3aHHbl€ Ha CKPUHLWIOTAX:

[ 5

3 Haiim: | na_all

P B e e ——— ————
)[@ hitpy/pe-vber-old/ Certsrv/certrqus.asp

p-cx ” (& Microsoft Certificate Services *
| Hasaa flanee |[[7] Napamierper =

- —

EN Anrnwiicionin (CHIAY 7

Microsoft Cerlificate Se

— VBer Test CA

Choose Request Type

Please select the type of request you would like to make:

© User certificate request:

Web el

cate
E-Ma fi

© Advanced request

T o — — —— e ————
el: w‘@ htp://pe-vber-old/Certsrv/certrqad.asp P-Cx H & Microsoft Certificate Services %

| Hasaa flanee |[[7] Napauerper +

-— —

EN Avrnwitcendt (CIIA) 2)
3 Haiim: | na_all

Microsoft Certificate Services

- VBer Test CA

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Note that the policy of the certification authority
(CA) will determine the certificates that you can obtain.

© Submit a certificate request to this CA using a form.

@ Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request using a base64 encoded PKCS #7 file.:

© Request a certificate for a smart card on behalf of another user using the Smart Card Enrollment Station.
You must have an enrollment agent certificate to submit a request for another user.
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O B e —— —— G —— i —
e.. )@ hitpy//pe-vber-old/Certsrv/certrqu.asp

R-ocx H (& Microsoft Certificate Services
| Hasaa Aanee |[7] Napamerpe ~

EN Anrawicxmi (CLUA) 7) Cripaska

N o
{2
% Harimw: [ na_l

Microsoft Certificate Services — VBer Test CA

Submit A Saved Request

Paste a base64 encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web server) into the
request field to submit the request to the certification authority (CA).

Saved Request:

Base64 Encoded
Certificate Request
(PKCS #10 or #7):

<«
Browse for a file to insert.

Additional Attributes:

Aftributes:
<

B faHHOM OKHE HaXXMWUTe KHOMKY Browse u ykaxxunte nyTb K COOpMUPOBAHHOMY 3anpocy
Ha cepTudukart. B cnyyae ecnm 6pay3sep coobuiaeT 0 HeAONYCTUMOCTU NOAOBHOro AencTBmS

n3-3a coobpaxeHunit nonnTnkm 6esonacHoCcTn, To cogepxumoe dairna 3anpoca Ha ceptTudumkaT
MOX>HO MNPOCTO CKOMNWMPOBATb B COOTBETCTBYHOLLYIO (DOPMY:

EN Anrnwiacioan (CLIA) 2 TCrpaska
| Hazza Zanee | (7] Nepamerper ~

% Harimw: [ na_all

Microsoft Certificate Services — VBer Test CA

Submit A Saved Request

Paste a base64 encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web server) into the
request field to submit the request to the certification authority (CA).

Saved Request:

PochUXhvx+vI9H0JD]1+ZaAzP{VgixAFusSLlawBle «
SIr9HbfgrbDXz0xibrkr PGugNSRWMGaMQ4QRIOLA
Base64 Encoded hgOtFXSbPBYHP/8FP1gBgXuk8rmég2TS61p8UL3n
Certificate Request
(PKCS #10 or #7). QUEST--—-—

N

P [ m | »
Browse for a file to insert.

Additional Attributes:

Affributes: i
4 »
Submit >
EN Arrsmitcki (CLIA) 2
ef )| @ hitp/tpe-vber-old Cersrvcetinsh.asp P - & % || @ Microsoft Certfcate Senvices 0 1y &8
% Haiiru: [ na_all | Hasaa Menee |[7] Napamerps ~
Microsoft Certificate Services — VBer Test CA

Certificate Issued

The certificate you requested was issued to you.

@ DER encoded or © Base 64 encoded

g Download CA certificate
Download CA certification path

B nosBuBlieMcs okHe BbibepuTe «Download CA certificate», nocne yero ceptudukart
6e3onacHocTn 6yaeT coxpaHéH B yKa3zaHHOM MoJib30BaTeNIeM MecTe.
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